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	27/02/25
Welcome to the latest edition of the Scam Share bulletin.
Stay Scam Aware and please keep sharing any relevant information in this bulletin with friends and family.

To mark CyberScotland Week, a week-long series of events on cyber awareness and cyber security, this edition of the bulletin will focus on staying safe online and avoiding cyber scams.

Since launching in July 2024, the Cyber and Fraud Hub has made significant strides in the fight against cyber enabled fraud, helping individuals protect themselves from financial loss. To date the Hub has: 
1. Assisted 228 individuals through its helpline and fraud triage service.
1. Been involved in £8 million worth of fraud investigations.
1. Recovered or prevented £626,000 from being lost to criminals.
These figures highlight the growing demand for expert guidance in tackling cyber fraud, with the Hub playing a crucial role in safeguarding individuals across Scotland.

The Hub has also played an active role in raising awareness and educating the public about fraud prevention. The team continues to promote how to stay safe via free brochures, news and advice on their website and social media channels. Recent support included A Guide to Avoiding Fraud and Scams for Older People, and a series of how-to videos that help when a social media account is hacked.

For anyone affected by fraud or looking for advice on protecting themselves or their loved one, visit https://cyberfraudhub.org or contact the free helpline at 0808 281 3580. 
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			Scams
In Scotland, report all scams to Advice Direct Scotland by calling 0808 164 6000 (Mon-Fri 9am-5pm) or online at www.consumeradvice.scot

Fraud
If you have been the victim of fraud, report it to Police Scotland on 101 or 999 in an emergency. 

Suspicious Emails
You can forward suspicious emails to report@phishing.gov.uk and send links from websites which you think are trying to scam the public to the National Cyber Security Centre's scam website reporting service at www.ncsc.gov.uk/section/about-this-website/report-scam-website

Suspicious Text Messages
If you receive a suspicious text message you can forward it to 7726. The free-of-charge ‘7726’ service enables your provider to investigate and take action if malicious content is found. 
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	The Scam
 There have been more reports of cold calls that appear to be AI-generated and ask about the insulation in the recipient's property. The 'caller' asks to make an appointment for an inspector to visit the property and check if the insulation is sufficient, saying that the inspection will be funded by the Government. 









			One man who received this call asked for more information, but the voice simply repeated the same message about government funding over and over again. He could hear clicks every time a question was answered, suggesting that the 'caller' was an AI bot.

It is likely that the aim of these calls is to generate leads for companies who may go on to visit properties and provide misleading information about the existing insulation.

How to Avoid
Don't provide any information to a cold caller and avoid arranging to make an appointment for a salesperson to visit your home.
Callers who offer a 'free' loft inspection may try to sell you energy saving or home improvement measures that you don’t actually need and which won’t provide any benefit.

If you are concerned about your existing insulation or any other energy saving measures in your home, seek impartial advice from trusted companies rather than cold callers or online adverts. Have an impartial assessment carried out to determine which energy saving measures will actually benefit your home.

Home Energy Scotland offer free and impartial advice on energy saving measures and information about funding available in your area - call them free on 0808 808 2282 or visit www.homeenergyscotland.org.
 
Find out More
1. Avoid Insulation Scams - PDF: www.tsscot.co.uk/Spray-Foam-Journey.pdf
1. Home Energy Scotland: www.homeenergyscotland.org
1. Find traders who have been vetted and approved by local Trading Standards officers: www.approvedtrader.scot
1. Trading Standards Scotland website: www.tsscot.co.uk/priority-areas/energy-marketing-scams
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	The Scam
The Advertising Standards Authority (ASA) has reported a significant rise in the number of AI-generated scam adverts appearing online. In 2024 the ASA received 1,691 reports of potential scam ads via their quick reporting form, most of which featured celebrities and public figures. 









			There were several examples of faked videos which used the branding of news outlets such as the BBC, the Daily Mirror or CNN and featured faked videos of celebrities including Martin Lewis, David Beckham and even King Charles promoting investment opportunities in cryptocurrency.

Links in these adverts led to websites which asked for contact details - anyone who filled these in was then contacted by a scammer posing as a 'financial advisor' who provided more details of the bogus investment opportunity.

Consumers were asked to make an initial investment of between £200-£500 on the spot - if they did this they were called on several further occasions and asked to invest more money or download apps to their phone.

How to Avoid
The Financial Conduct Authority (FCA) has warned that most firms advertising and selling investments in cryptoassets are not authorised by them.

Before making any investment, check that the company is regulated by the FCA at register.fca.org.uk/s/

Be wary of social media adverts or messages offering huge returns for a small initial payment. Be suspicious if you are contacted via phone, email or social media by someone you don't know about an investment opportunity. Never respond to any requests to send money from someone you don't know.

You can report online adverts you think are scams to the ASA at www.asa.org.uk/make-a-complaint/report-an-online-scam-ad.html

Do plenty of research before considering buying cryptocurrency, starting with online searches for background, ownership, reports and reviews on the company behind the product or service.

Don't be rushed into making a decision about an investment - seek advice from someone you trust or from a financial advisor accredited by the FCA.

Never follow instructions from a cold caller to download an app or software which would allow them to access your computer remotely.

Find out more 
1. FCA advice on cryptocurrency investment scams: www.fca.org.uk/scamsmart/cryptoasset-investment-scams 
1. FCA Financial Services Register: register.fca.org.uk/s
1. Police Scotland advice: www.scotland.police.uk/advice-and-information/internet-safety/cryptocurrency-scams/
1. Get Safe Online: www.getsafeonline.org/crypto
1. Original article: www.asa.org.uk/news/a-year-in-scams-2024-update-on-scam-ad-alert-system.html
1. Article with examples of scam videos: www.which.co.uk/news/article/which-exposed-a-global-ai-scam-quantum-ai
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	The Scam
The rise in the use of QR codes - square barcodes that a smartphone camera can scan and read to provide quick access to a website or app - has led to an increase in scams.









			QR codes are commonly used in car parks or at electric car charging points to allow people to pay without using cash. However, in some areas, criminals are sticking their own codes on top of the legitimate ones on parking meters - these lead to malicious websites that gather your payment and personal details. Scanning a fake QR code could also allow scammers to access other functions and apps on your phone.

How to Avoid
Advice from Police Scotland: 
1. Review the preview of the QR code’s URL before opening it to see if it appears legitimate. You can do this by opening your mobile device camera and pointing this at the QR code. This will identify the webpage link and provide the site address the code will take you to. Make sure the website uses HTTPS rather than HTTP, doesn’t have obvious misspellings and has a trusted domain. Don’t click on unfamiliar or shortened links.
1. Be extremely wary if a QR code takes you to a site that asks for personal information, login credentials or payment
1. Never scan a QR code from an unfamiliar or unexpected email. If the message appears to have been sent by a company or organisation, visit their legitimate website to make a payment or update details rather than scanning a code.
1. If you receive a QR code from a trusted contact via email, confirm via a separate medium such as text message or voice call that the message is legitimate
1. Scam messages will often have a sense of urgency and will appeal to your emotions to try and convince you to take action quickly
Find Out More 
1. Advice from Police Scotland via CyberScotland: www.cyberscotland.com/preventing-quishing-attacks/
1. ScamShare Spotlight: www.tsscot.co.uk/spotlight-qr-code/
1. Get Safe Online: www.getsafeonline.org/personal/articles/qr-codes
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	The Scam
There have been more reports of scams related to electrical voltage checks. The scam begins with a cold call from a company offering to carry out a 'free' voltage check. 









			The caller may imply that they are working on behalf of the government or the electricity network and that they are carrying out similar assessments across the country.

In some cases they say they need to check the voltage level for fire safety, while other callers say they need to check the property is receiving the correct amount of current from the national grid.

One couple received a similar cold call last week and agreed to have a survey carried out. A salesperson visited their property and appeared to inspect the electricity meter and sockets, before saying that the voltage levels were dangerously high.
The salesperson advised that a 'voltage optimiser' should be fitted, saying that this was required after the Grenfell Tower disaster and that the house would be at risk of catching fire without it.

They initially quoted a price of over £3,000, but then offered to reduce this to £2,000 if the couple paid on the spot. They agreed as they were worried about the fire risk and paid the full amount via cheque.

However, before the installer arrived, they decided to seek a second opinion and phoned a local and trusted electrician. He told them the salesperson's claims were untrue and that the voltage levels in their property were normal and safe. He also mentioned that the cost of a voltage optimiser/regulator is usually under £300.
They cancelled the installation and reported the scam.

How to Avoid
If you receive an unexpected call offering a 'free' electrical survey or voltage check, don't agree to make an appointment for a salesperson to visit your property.

If you are concerned about voltage levels in your property, find a registered electrician in Scotland at www.electricalsafetyfirst.org.uk/find-an-electrician/scotland

You can also find electricians who have been vetted through a national or local authority approved trader scheme at approvedtrader.scot

Rogue traders often imply that urgent work is required in order to pressure householders into making a decision quickly. Always take time to think before making a decision - don't agree to make any payments for goods or services on the spot.
Don't agree to let a cold caller start work straight away - do plenty of research into their company and, if something doesn’t look right, don’t deal with them.

Report scams to Advice Direct Scotland on 0808 164 6000 or via scamwatch.scot.

Find Out More 
1. Find electricians approved by the National Association of Professional Inspectors and Testers (NAPIT): https://search.napit.org.uk/
1. Find a National Inspection Council for Electrical Installation Contracting (NICEIC)-registered electrician: https://niceic.com/find-a-tradesperson/
1. Find electricians registered with Scotland's Electrical Trade Association for the electrical contracting industry (SELECT): https://select.org.uk/SELECT/Find-a-member/SELECT/PostcodeSearch/PostCodeSearch.aspx
1. Find traders in Scotland who have been vetted by Trading Standards: approvedtrader.scot
1. Trading Standards Scotland: www.tsscot.co.uk/priority-areas/doorstep-scammers
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		According to research by Ofcom, 27% of the online UK population claim to receive suspicious email content every day. As part of Cyber Scotland Week, we have compiled a list of some of the most frequently reported scam emails: 
1. Delivery scams - saying you need to pay a fee to have a parcel redelivered (Read more here)
1. Energy rebate scams - asking you to click a link to apply for an energy bill rebate (Read more here)
1. Prize draw scams - saying you have won a prize draw or competition and asking you to share your details to receive the prize (Read more here)
1. Gift card scams - messages that appear to be from a friend or family member and ask you to purchase gift cards on their behalf (Read more here)
1. TV Licensing scams - saying there is an issue with your TV License and that it will be suspended if you fail to verify payment details (Read more here)
1. PayPal scams - saying that you are in violation of a PayPal policy and your account will be suspended unless you confirm your identity (Read more here)
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			How to Avoid
Avoid clicking on links in unexpected emails.
If a message says there's a problem with a particular account, log in to that account via the official website or app rather than following a link.

Scam messages often ask you to act urgently to avoid losing money or having legal action taken against you. Be suspicious of unexpected messages which appear to be from an official company or organisation and say you must provide your details or a payment within a certain time frame.

Suspicious emails can be reported by sending them to report@phishing.gov.uk

Find out more 
1. National Cyber Security Centre: www.ncsc.gov.uk/phishing-scams
1. Lead Scotland (cyber security advice in accessible formats): www.lead.org.uk/alternative-formats-for-cyber-security-messaging
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	According to the National Cyber Security Centre, 63% of scams reported last year began on social media platforms or online marketplaces. These scams usually begin with adverts which use logos and images taken from official brands' websites and offer products or services at cheap prices. 









			The aim of these is to encourage consumers to click through to a scam website, where they will be asked to enter their contact and bank details to purchase a product that is usually non-existent.

Shop Safely Online
Be wary when buying products from unknown websites or sellers, particularly if they are advertised at a price that is significantly cheaper than on official websites.

Pay by credit card or a secure online payment system for stronger protection. Be suspicious if a seller will only accept payment via bank transfer.

Check independent reviews of the seller/store on official websites rather than relying on reviews hosted on the website itself.

Make sure you have contact information for the seller in case something goes wrong. The website should list a valid return address and contact details - be suspicious if a UK website has a returns address overseas and check that the address is listed with Companies House.

Check the site’s return policy and terms and conditions. If buying via an online marketplace, check the site’s advice section to find out what to do if items are faulty or not delivered.

Look out for spelling or grammatical mistakes and poor-quality images – these could mean that a website/store is a scam.

Your consumer rights are generally the same whether you’re shopping on the high street or online. When shopping online, you also have the right to a 14-day cooling off period for most purchases. 

Protect your accounts - set up 2-step verification and use three random words passwords to prevent cyber criminals from gaining access to your shopping, bank or email accounts. 

  Find out More 
1. Advice on shopping online safely from the National Cyber Security Centre: www.ncsc.gov.uk/guidance/shopping-online-securely
1. Advice from Which?: www.which.co.uk/consumer-rights/advice/how-to-spot-a-fake-fraudulent-or-scam-website
1. Trading Standards Scotland: www.tsscot.co.uk/online-shopping
1. Get Safe Online: www.getsafeonline.org/onlinebuying
1. Advice on your consumer rights from Advice Direct Scotland: www.consumeradvice.scot/knowledge-centre
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			General Advice on Avoiding Scams 
1. Advice Direct Scotland: www.consumeradvice.scot/knowledge-centre or call 0808 164 6000
1. Citizens Advice Scotland: www.citizensadvice.org.uk/scotland/consumer
1. Police Scotland: www.scotland.police.uk/advice-and-information/scams-and-frauds
1. Financial Conduct Authority: www.fca.org.uk/consumers/protect-yourself-scams
1. Neighbourhood Watch Scotland Alerts: www.neighbourhoodwatchscotland.co.uk
1. Which?: www.which.co.uk/consumer-rights/scams
1. Age Scotland: www.ageuk.org.uk/scotland/information-advice/money-matters/scams/
1. Friends Against Scams: www.friendsagainstscams.org.uk









		






			Your Consumer Rights 
1. Advice Direct Scotland - www.consumeradvice.scot/knowledge-centre or call 0808 164 6000
1. Citizens Advice Scotland - www.citizensadvice.org.uk/scotland/consumer
1. Which?: www.which.co.uk/consumer-rights
1. Information Commissioner's Office: www.ico.org.uk/make-a-complaint









		






			Doorstep Scams 
1. Find traders in Scotland who have been vetted by Trading Standards (supported by SCOTSS and Police Scotland): www.approvedtrader.scot
1. Trading Standards Scotland website: www.tsscot.co.uk/priority-areas/doorstep-scammers









		






			Phone Scams 
1. Ofcom: www.ofcom.org.uk/how-to-protect-yourself-from-scam-phone-calls-texts
1. TSS Phone Scams PDF: www.tsscot.co.uk/Phone-Scam-Information.pdf









		






			Product Safety / Counterfeit Goods 
1. OPSS Product Safety Database with details about unsafe and noncompliant products: www.gov.uk/guidance/product-safety-database-unsafe-products
1. The Anti-Counterfeiting Group: www.a-cg.org
1. Intellectual Property Office: www.gov.uk/government/organisations/intellectual-property-office
1. Electrical Safety First (guidance on avoiding counterfeit electrical products): www.electricalsafetyfirst.org.uk/guidance/safe-shopping-and-counterfeit-products
1. Vistalworks (check the legitimacy of products before you buy them through online marketplaces): www.vistalworks.eu









		






			Energy Efficiency Measures 
1. Home Energy Scotland (impartial information about energy efficiency measures): www.homeenergyscotland.org
1. Trading Standards Scotland website: www.tsscot.co.uk/priority-areas/energy-marketing-scams









		






			Cyber Scams / Cyber Security 
1. Cyber Scotland: www.cyberscotland.com
1. National Cyber Security Centre: www.ncsc.gov.uk
1. Lead Scotland (cyber security advice in accessible formats): www.lead.org.uk/alternative-formats-for-cyber-security-messaging









		






			Advice for Businesses 
1. Scottish Business Resilience Centre: www.sbrcentre.co.uk
1. Business Gateway: www.bgateway.com
1. Business Companion (free, impartial legal guidance for businesses from CTSI): www.businesscompanion.info
1. NCSC (advice on SMS and telephone best practice for businesses): www.ncsc.gov.uk/guidance/business-communications-sms-and-telephone-best-practice
1. Journal of Trading Standards: www.journaloftradingstandards.co.uk
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	Illegal Money Lending / Financial Support 
1. Scottish Illegal Money Lending Unit: www.stopillegallending.co.uk or call the free and confidential helpline 24/7 for support/advice 0800 074 0878
1. FCA Financial Services Register: https://register.fca.org.uk/s
Find a full list of organisations who can help if you are struggling with debt at www.stopillegallending.co.uk/how-we-can-help 
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			Abbreviations 
1. CTSI - Chartered Trading Standards Institute
1. FCA - Financial Conduct Authority
1. IPO - Intellectual Property Office
1. NCSC - National Cyber Security Centre
1. OPSS - Office for Product Safety and Standards
1. SBRC - Scottish Business Resilience Unit
1. SCOTSS - Society of Chief Officers of Trading Standards in Scotland
1. SIMLU - Scottish Illegal Money Lending Unit
1. TSS - Trading Standards Scotland
Frequently Used Terms

The NCSC have compiled a comprehensive glossary of definitions for common terms relating to cyber security: www.ncsc.gov.uk/information/ncsc-glossary

Terms frequently used in this bulletin include: 
1. App - short for 'application', refers to a software program for computers or other devices such as smartphones and tablets.
1. Malware - malicious software that is designed to damage or gain unauthorised access to a computer or other device.
1. Phishing - the practice of sending fraudulent emails which often appear to be from well-known organisations or companies and ask the recipient to provide personal information or to visit a particular website.
1. QR Code - a square barcode that a smartphone camera can scan and read to provide quick access to a website or app.
1. Ransomware - malware that makes data or systems unusable until the victim makes a payment.
1. Remote Access - the ability to access a computer or device from another location. Anyone with remote access to a device can access all files stored on it.
1. Smishing - the same as phishing, but carried out via SMS (text) messages rather than emails.
1. Software - the set of instructions and programs that tells a computer how to operate.
1. Virus - a computer program designed to infect and damage legitimate software.









		













					
			Official Contacts 












			1. If you feel threatened or unsafe, contact Police Scotland on 101 or 999 in an emergency. 
1. Report scams to Advice Direct Scotland on 0808 164 6000. 
1. Sign up to the Neighbourhood Watch Alert system to receive localised information and updates.
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You are receiving this email because you opted in via our website.
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Trading Standards Scotland
Verity House
19 Haymarket Yards
Edinburgh, EH12 5BH 
United Kingdom
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You can update your preferences or unsubscribe from this list.

[image: Email Marketing Powered by Mailchimp]



















OFFICIAL

OFFICIAL

OFFICIAL
image12.png
STOP £OAN SHARKS

Scottish Illegal Money Lending Unit




image13.jpeg
!f“"’” !’c%’h&‘iﬁ ' ¥ Neighbourhood
Neeping peope sae d
‘ pOTL:;s;LBA glrgg:fe Standards 'Watch scoriano

scotland




image14.png




image15.png




image16.png




image17.png




image18.png
7L INTUIT
mailchimp




image3.jpeg




image4.png




image5.png




image6.png




image7.jpeg




image8.jpeg




image9.jpeg




image1.png
sta1'hs¢lirg Working to protect consumers and support legitimate
Scotland business across Scotland

Report Consumer Issues to Advice Direct Scotland
0808 164 6000

www.tsscot.co.uk COSLA




image10.jpeg
To: you@email.com
From: royal-mail@notreal.org
Subject: Delivery Scam

The freight payment for your package
was declined. To get your parcel
delivered to your desired destination
point you need to pay an extra fee of
£1.99. Click here to pay...

To: you@email.com
From: supermarket@notreal.org
Subject: Prize Draw Scam

Congratulations! You have been
entered into a prize draw to win a
£500 voucher to spend at your local
supermarket! Beat the cost of living
crisis - click here to claim your prize...

To: you@email.com
From: tv-licence@notreal.org
Subject: TV Licensing Scam

Due to outdated details your TV
Licence account has been flagged and
will be suspended if you fail to
respond to this email. Click here to
update your payment details...

Common Email Scams

To: you@email.com
From: ofgem@notreal.org

Subject: Energy Rebate Scam

Due to the cost of living crisis you are
eligible to apply for an energy bill
rebate. Click below to find out how to
set up a direct debit and receive the
refund...

To: you@email.com
From: best: d@notreal.org
Subject: Gift Card Scam

Hi friend, sorry to ask but I've been ill
lately and can’t make it to the shops.
Could you buy a couple of gift cards
for me to give my niece? She's in
hospital at the moment...

To: you@email.com
From: paypal@notreal.org
Subject: PayPal Scam

After recent review of your account
activity, we've decided that you are in
violation of PayPal's Acceptable Use
Policy. Click the link below to prevent
your account being closed...
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