
Keep Your 
Money Safe

E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r  

Sur rey  P o l i c e  &  

Sussex  P o l i c e  

E c o n o m i c  C r i m e  U n i t

As  th e  f es t ive  se aso n  appro a c h es ,  m a ny  o f  us  w i l l  b e

se a rc h i n g  o n l i n e  f o r  th e  b es t  B l a c k  F r i d ay  a n d  Cyb e r

M o n d ay  d e a ls .  W h i l e  sh opp i n g  f ro m  th e  c o m f o r t  o f  your

h o m e  c a n  b e  c o nve n i e n t ,  i t  a lso  prov i d es  oppo r tun i t i es

f o r  f rauds te r s  to  exp l o i t  unsuspe c t i n g  buye r s  a n d  se l l e r s .

Eve r y  ye a r ,  th ousa n ds  o f  pe op l e  f a l l  v i c t i m  to  o n l i n e

sh opp i n g  sc a ms ,  l os i n g  m i l l i o ns  o f  poun ds  i n  th e  run -up

to  C h r is tm as .  A c c o rd i n g  to  A c t i o n  F raud ,  th e  U K ’s

n a t i o n a l  repo r t i n g  c e n t re  f o r  f raud  a n d  cyb e rc r i m e ,

v i c t i ms  l os t  ove r  £ 10  m i l l i o n  dur i n g  l as t  ye a r ’s  B l a c k

F r i d ay  a n d  Cyb e r  M o n d ay  sa l es  a l o n e .
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C o m m o n  ta c t i cs  use d  by  f rauds te r s :

O n l i n e  c r i m i n a ls  use  i n c re as i n g ly  soph is t i c a te d  m e th o ds  to

d e c e ive  pe op l e  dur i n g  pe a k  sh opp i n g  pe r i o ds .  S o m e  o f  th e

m os t  c o m m o n  sc a ms  i n c lud e :

F a k e  we bs i tes  a n d  so c i a l  m e d i a  a dve r t s :  F rauds te r s

c re a te  pro f ess i o n a l - l o o k i n g  we bs i tes  o r  a ds

o f f e r i n g  pro duc t s  a t  b a rg a i n  pr i c es .  O n c e  paym e n t

is  m a d e ,  th e  i te m  n eve r  a r r ives ,  a n d  th e  we bs i te

d isappe a r s .

C oun te r f e i t  g o o ds :  S c a m m e r s  m ay  o f f e r  b ra n d e d

i te ms—suc h  as  d es i g n e r  c l o th i n g ,  e l e c t ro n i cs ,  o r

toys—a t  a  f ra c t i o n  o f  th e  usua l  c os t ,  o n ly  f o r  buye r s

to  re c e ive  c h e ap  i m i ta t i o ns  o r  n o th i n g  a t  a l l .

P h ish i n g  e m a i ls  a n d  m essa g es :  F a k e  e m a i ls  o r  tex ts

c l a i m i n g  to  b e  f ro m  we l l -k n own  re ta i l e r s  o r  d e l ive r y

c o mpa n i es  ask  you  to  “c o n f i rm ”  d e ta i ls  o r  c l i c k  a

l i n k  to  t ra c k  a  pa rc e l ,  wh i c h  th e n  s te a ls  your

pe r so n a l  o r  b a n k i n g  i n f o rm a t i o n .

Ove rpaym e n t  sc a ms  ( f o r  se l l e r s ) :  F rauds te r s

ove rpay  f o r  a n  i te m  a n d  ask  f o r  a  re fun d  o f  th e

d i f f e re n c e ,  o n ly  f o r  th e  o r i g i n a l  paym e n t  to  b oun c e

l a te r .



Use  se cure  paym e n t  m e th o ds  –  P ay  w i th

c re d i t  c a rd  wh e re  poss i b l e  o r  w i th  d e b i t

c a rd .  Avo i d  d i re c t  b a n k  t ra ns f e r s  to

pe op l e  you  d o n ’ t  k n ow.

R ese a rc h  th e  se l l e r  –  C h e c k  rev i ews  a n d

f e e d b a c k  b e f o re  buy i n g .  I f  us i n g  so c i a l

m e d i a  m a rk e tp l a c es ,  l o o k  f o r  es ta b l ish e d

a c c oun t s .

S h op  w i th  reputa b l e  re ta i l e r s  –  Type  th e

we b  a d d ress  d i re c t ly  ra th e r  th a n  c l i c k i n g

o n  l i n ks  i n  e m a i ls  o r  a dve r t s .
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B e  a l e r t  to  th e  f o l l ow i n g  re d  f l a gs  wh e n  sh opp i n g  o r  se l l i n g  o n l i n e :

P r i c es  th a t  se e m  to o  g o o d  to  b e  t rue  –  th ey  usua l ly  a re .

S e l l e r s  wh o  ask  f o r  b a n k  t ra ns f e r s  o r  paym e n t  outs i d e  o f  se cure

p l a t f o rms .

W e bs i tes  l a c k i n g  se cur i t y  f e a tu res ,  suc h  as  a  pa d l o c k  i c o n  i n  th e

b rowse r  b a r  o r  a n  a d d ress  s ta r t i n g  w i th  “h t tps ” .

Spe l l i n g  e r ro r s ,  l ow -qua l i t y  i m a g es ,  o r  va gue  pro duc t  d esc r ipt i o ns .

U nusua l  urg e n cy ,  suc h  as  “O n ly  2  l e f t  –  a c t  n ow ! ”  m essa g es  o r  l i m i te d -

t i m e  o f f e r s .

R eques ts  to  c o m mun i c a te  outs i d e  o f  o f f i c i a l  c h a n n e ls  (e .g . ,  a n  e B ay

se l l e r  ask i n g  to  e m a i l  o r  m essa g e  o n  W h a t sApp ) .

Top tips to stay safe when
buying online:

Warning signs to look out for: 

K e ep  your  d ev i c es  se cure  –  Upd a te  your  a n t iv i rus  so f twa re  a n d  use  s t ro n g ,

un ique  passwo rds .

T ra c k  your  purc h ases  –  K e ep  a  re c o rd  o f  o rd e r s  a n d  c o n f i rm a t i o n  e m a i ls .

W h e n  se l l i n g  o n l i n e :  

W a i t  f o r  paym e n t  to  c l e a r  b e f o re  d ispa tc h i n g  g o o ds .

B ewa re  o f  ove rpaym e n t  sc a ms  a n d  reques ts  f o r  re fun ds  o r  a l te rn a t ive  paym e n t

m e th o ds .

Use  se cure  p l a t f o rms  th a t  o f f e r  buye r  a n d  se l l e r  pro te c t i o n .



T h e  n ex t  d ay ,  th e  v i c t i m  c o m mun i c a to r  c o n ta c te d  a  B r i g h to n  m a n  i n  h is  l a te

80s  pe d d l i n g  th e  sa m e  s to r y  –  h e  was  th e  f i c t i o n a l  D e te c t ive  C o ns ta b l e

R o b i ns ,  i nves t i g a t i n g  b a n k  f raud  i n  th e  a re a .

H e  c o nv i n c e d  th e  m a n  to  w i th d raw  a n d  h a n d  ove r  £4 ,200 .

T h e  v i c t i m  c o m mun i c a to r  s t ruc k  a g a i n  o n  28  Jun e  2022 ,  c l a i m i n g  to  b e  a

po l i c e  o f f i c e r  by  th e  n a m e  o f  G e o rg e  R o m e o  i nves t i g a t i n g  b a n k  f raud .

H e  ta rg e te d  a  c oup l e  i n  th e i r  80s  a n d  S a d d ique e  c o l l e c te d  £6 ,800  f ro m  th e m

to  suppo r t  th e  f i c t i o n a l  i nves t i g a t i o n .

O f f i c e r s  we re  a l re a dy  a t te mpt i n g  to  t ra c e  S a d d iqe e ’s  ve h i c l e  f ro m  th e  f i r s t

two  i n c i d e n t s  wh e n  h e  was  f oun d  t rave l l i n g  o n  th e  A23  o n  28  Jun e .  H e  was

s toppe d  a n d  a  se a rc h  o f  th e  c a r  f oun d  th re e  e nve l opes  c o n ta i n i n g  £6 ,800 .

H e  was  a r res te d  a n d  subseque n t ly  c h a rg e d  w i th  c o nsp i ra cy  to  d e f raud  a n d

m o n ey  l aun d e r i n g .
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T h e  po l i c e ,  your  b a n k  o r  a ny  o th e r  t rus te d  o rg a n isa t i o n  w i l l  n eve r  c o n ta c t  you  to :  

W i th d raw  c ash  o r  t ra ns f e r  m o n ey  to  h e lp  se cure  your  a c c oun t .  

Ask  you  to  purc h ase  o r  se n d  c ash ,  f o re i g n  cur re n cy ,  j ewe l l e r y ,  g o l d  bu l l i o n ,  c r yp to

o r  o th e r  i te ms .  

Ask  a  c our i e r  to  c o l l e c t  o r  f o r  you  to  pos t  c ash  o r  o th e r  expe ns ive  g o o ds  f o r  sa f e

k e ep i n g .  

Ask  you  to  p l ay  a  pro a c t ive  pa r t  i n  a n  i nves t i g a t i o n

Ask  you  to  ve r i fy  your  pe r so n a l  d e ta i ls ,  b a n k i n g  i n f o rm a t i o n  o r  P I N  by  ph o n e  o r

o f f e r  to  p i c k  up  your  c a rd  o r  p i n  by  c our i e r

H a n g  up  i f  you  g e t  a  c a l l  l i k e  th is .  

I f  you  a re  to l d  to  c a l l  a n o th e r  num b e r  i m m e d i a te ly  to  ve r i fy  th e  pe r so n  o n  th e

ph o n e ,  h a n g  up  th e  ph o n e  a n d  wa i t  f ive  m i nutes  b e f o re  us i n g  th e  sa m e  ph o n e  l i n e ;

f rauds te r s  m ay  s tay  o n  th e  l i n e  a f te r  you  h a n g  up  a n d  l is te n  i n .  A l te rn a t ive ly ,  use  a

d i f f e re n t  l i n e  a l to g e th e r  to  c a l l  your  b a n k  o r  th e  po l i c e .

A  m a n  wh o  c o nsp i re d  w i th  o th e r s  th a t  i mpe r so n a te d  po l i c e  o f f i c e r s  to  s te a l

ove r  £ 15 ,000  f ro m  e l d e r ly  pe op l e  i n  B r i g h to n  a n d  H ove  h as  b e e n  se n te n c e d .

I n  2022 ,  M o h a m m e d  S a d d iqe e ,  25 ,  o f  W o o d l a n ds  Ave nue  i n  W o k i n g h a m ,  was

th e  c our i e r  o f  a n  o rg a n ise d  c r i m i n a l  g a n g ,  pre te n d i n g  to  b e  M e t ropo l i ta n

P o l i c e  o f f i c e r s  to  ta rg e t  vu l n e ra b l e  v i c t i ms .

O n  20  Jun e  2022 ,  th e  v i c t i m  c o m mun i c a to r ,  (pe r so n  wh o  c o n ta c t s  th e

v i c t i ms ) ,  c o n ta c te d  a  H ove  c oup l e  i n  th e i r  l a te  80s  pre te n d i n g  to  b e

i nves t i g a t i n g  c oun te r f e i t  m o n ey  i n  th e  a re a .  T h e  v i c t i m  c o m mun i c a to r

m a n ipu l a te d  th e  v i c t i ms  i n to  w i th d raw i n g  ove r  £6 ,200  i n  c ash ,  c l a i m i n g  i t

was  to  suppo r t  th e  i nves t i g a t i o n .

S a d d iqe e  c o l l e c te d  th e  c ash  f ro m  th e  v i c t i ms  a t  th e i r  h o m e  a d d ress  l a te r  th a t

d ay  a n d  t r i e d  unsuc c ess fu l ly  to  d e f raud  th e m  o f  a n o th e r  £7 ,000 .  T h ey

repo r te d  th e  f raud  th e  sa m e  d ay .

COURIER FRAUDSTER JAILED

Helpful advice:


