
Keep Your 
Money Safe

W i th  te mpe ra tu res  r is i n g ,  f rauds te r s  a re  ta rg e t i n g

pe op l e  se a rc h i n g  f o r  a f f o rd a b l e  a i r  c o n d i t i o n e r s  a n d

c o o l i n g  d ev i c es  o n l i n e .  C r i m i n a ls  a re  a dve r t is i n g

h e av i ly  d isc oun te d  pro duc t s  th roug h  so c i a l  m e d i a

a n d  f a k e  we bs i tes ,  o n ly  f o r  v i c t i ms  to  re c e ive  po o r -

qua l i t y  i te ms ,  pro duc t s  th a t  d o n ' t  wo rk  as

a dve r t ise d ,  o r  n o th i n g  a t  a l l .

Sur rey  P o l i c e  a n d  Sussex  P o l i c e  h ave  se e n  a  re c e n t

spa te  o f  f raud  repo r t s  re g a rd i n g  th e  purc h ase  o f

f a ns  a n d  po r ta b l e  a i r -c o n d i t i o n i n g  un i t s .  P ro duc t s

a re  b e i n g  a dve r t ise d  a n d  pr i c e d  muc h  c h e ape r  th a n

th ose  so l d  by  es ta b l ish e d  a n d  t rus te d  re ta i l e r s ,

h oweve r ,  wh e n  re c e ive d  a re  c h e ap  i m i ta t i o ns  o f

th ose  sh own  i n  th e  a ds .  

O n e  v i c t i m  was  b rows i n g  F a c e b o o k  wh e n  h e  c a m e

a c ross  a  v i d e o  a dve r t is i n g  a  c o o l i n g  f a n  d eve l ope d

by  N A S A  sc i e n t is ts  a n d  c l a i m i n g  to  b e  a b l e  to  c o o l  a

ro o m  i n  10  m i nutes .  I n  th e  m i ds t  o f  a  h e a twave ,  th e

v i c t i m  purc h ase d  th e  f a n  f o r  £69 .  W h e n  h e  re c e ive d

th e  f a n ,  h e  f oun d  th a t  th e  c l a i ms  m a d e  i n  th e  a dve r t

we re  f a lse  a n d  th e  pro duc t  h e  h a d  purc h ase d  was  a

c h e ap ly  m a d e  rep l i c a .  D esp i te  c o mp l a i n i n g  to  th e

c o mpa ny ,  h e  d i d  n o t  re c e ive  a ny  respo nse  o r  re fun d .  

O th e r  exa mp l es ,  saw  two  v i c t i ms  l os i n g  n e a r ly  £250

e a c h  to  s i m i l a r  sc a ms ,  wh e re  a i r -c o n  un i t s  n eve r

a r r ive d .  I n  th ese  c ases ,  th e  pro duc t s  we re

a dve r t ise d  o n  T i k T o k ,  w i th  a  we bs i te  o n  G o o g l e .

Up f ro n t  paym e n t s  we re  m a d e  v i a  P ayP a l  a n d  b a n k

c a rd ,  a n d  o n c e  th ey  h a d  n o t  re c e ive d  th e  a i r -c o n

un i t s  mu l t ip l e  a t te mpts  to  c o n ta c t  th e  c o mpa ny  we re

unsuc c ess fu l .
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H ow  to  pro te c t  yourse l f

R ese a rc h  th e  s i te  se l l i n g  th e  pro duc t  o n  s i tes  suc h  as  T rus t  A dv iso r  o r

W h i c h?

B e  c aut i ous  o f  we bs i tes  you  h ave  n o t  h e a rd  o f  a n d  o f f e r s  th a t  se e m  to o

g o o d  to  b e  t rue .

W h e re  poss i b l e ,  pay  us i n g  a  c re d i t  c a rd  o r  a n o th e r  paym e n t  m e th o d

th a t  o f f e r s  c o nsum e r  pro te c t i o n .

D r iv i n g  L esso ns

As  th e  c os t  o f  l e a rn i n g  to  d r ive  c o n t i nues  to  r ise ,  f rauds te r s  a re

i n c re as i n g ly  ta rg e t i n g  l e a rn e r  d r ive r s  w i th  a t t ra c t ive  o f f e r s ,  d isc oun te d

l esso n  pa c k a g es  a n d  pro f ess i o n a l - l o o k i n g  we bs i tes  d es i g n e d  to  appe a r

l e g i t i m a te .

Sur rey  P o l i c e  a n d  Sussex  P o l i c e  h ave  se e n  a  num b e r  o f  re c e n t  f raud

repo r t s  re g a rd i n g  f a k e  d r iv i n g  l esso ns .  O n e  o f  th ese  repo r t s  was  f ro m  a

21 -ye a r -o l d  wh o  repo r te d  f i n d i n g  a  we bs i te  a dve r t is i n g  a  bu l k  pa c k a g e ,

o f f e r i n g  a  25 -h our  c ourse  w i th  two  o n e -h our  l esso ns  pe r  we e k .  A f te r

c o n ta c t i n g  th e  c o mpa ny  to  a r ra n g e  th e  b o o k i n g ,  sh e  was  se n t  a  paym e n t

l i n k  a n d  t ra ns f e r re d  £792  f o r  th e  l esso ns .  I t  was  l a te r  d isc ove re d  th a t  th e

d r iv i n g  l esso n  pa c k a g e  was  n o t  g e nu i n e ,  resu l t i n g  i n  a  s i g n i f i c a n t

f i n a n c i a l  l oss .

H ow  to  spo t  th e  wa rn i n g  s i g ns

W h e n  b o o k i n g  d r iv i n g  l esso ns  o n l i n e ,  l o o k  out  f o r  th e  f o l l ow i n g  re d  f l a gs :

P r i c es  th a t  se e m  s i g n i f i c a n t ly  c h e ape r  th a n  th ose  o f f e re d  by

es ta b l ish e d  l o c a l  i ns t ruc to r s .

R eques ts  f o r  fu l l  paym e n t  up f ro n t  b e f o re  a ny  l esso ns  h ave  ta k e n  p l a c e .

P o o r ly  rev i ewe d  o r  re c e n t ly  c re a te d  we bs i tes .

L i m i te d  c o n ta c t  i n f o rm a t i o n  o r  n o  re g is te re d  bus i n ess  a d d ress .

P ressu re  to  m a k e  paym e n t  qu i c k ly  to  se cure  a  d e a l .

P aym e n t  l i n ks  se n t  th roug h  e m a i ls ,  tex t  m essa g es  o r  m essa g i n g  apps

ra th e r  th a n  se cure  b o o k i n g  sys te ms .

H ow  to  pro te c t  yourse l f

B e f o re  b o o k i n g  d r iv i n g  l esso ns :

R ese a rc h  th e  d r iv i n g  sc h o o l  o r  i ns t ruc to r  th o roug h ly  a n d  c h e c k

i n d epe n d e n t  rev i ews .

V e r i fy  th a t  th e  i ns t ruc to r  is  approve d  a n d  re g is te re d  w i th  th e  D r ive r

a n d  V e h i c l e  S ta n d a rds  A g e n cy  (D V S A ) .

B e  c aut i ous  o f  we bs i tes  you  h ave  n o t  h e a rd  o f  a n d  o f f e r s  th a t  se e m  to o

g o o d  to  b e  t rue .

W h e re  poss i b l e ,  pay  us i n g  a  c re d i t  c a rd  o r  a n o th e r  paym e n t  m e th o d

th a t  o f f e r s  c o nsum e r  pro te c t i o n .

 Spe a k  to  f a m i ly  o r  f r i e n ds  a n d  se e k  re c o m m e n d a t i o ns  b e f o re

c o m m i t t i n g  to  l a rg e  up f ro n t  paym e n t s .
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T rus t  your  i ns t i n c t s  –  i f  so m e th i n g  d o esn ' t  f e e l  r i g h t ,  s top  a n d  c a r r y  out

fur th e r  c h e c ks .

K e ep i n g  c o m mun i t i es  sa f e  f ro m  f raud

B rush  up  o n  your  k n ow l e d g e  a n d  s tay  sa f e  o n l i n e  w i th  F R E E  we b i n a r s  a n d

i n  pe r so n  sess i o ns  d e l ive re d  by  sub j e c t  expe r t s  f ro m  W S C C .  S ess i o ns

i n c lud e  ta l ks  a t  l o c a l  l i b ra r i es  o n  sc a ms ,  n av i g a t i n g  th e  d i g i ta l  wo r l d  f o r

pa re n t s  o r  you  c a n  eve n  l e a rn  m o re  a b out  a r t i f i c i a l  i n te l l i g e n c e .  I f  you

a re  i n te res te d  i n  b o o k i n g  o n  a ny  o f  th e i r  f re e  we b i n a r s ,  you  c a n  b o o k

t i c k e t s  h e re :  

h t tps : / /www.eve n tb r i te .c o m/c c/d i g i ta l -sa f e t y - f raud -preve n t i o n -

4037633?utm -c a mpa i g n=so c i a l&utm -c o n te n t=c re a to r sh a re&utm -

m e d ium=d isc ove r y&utm - te rm=o d c lsxc o l l e c t i o n&utm -sourc e=cp&a f f=esc b  

P l e ase  c h e c k  out  th e  we bs i te  f o r  ta l ks  ta rg e te d  a t  P a re n t s  a n d  C a re r s  i n

k e ep i n g  youn g  pe op l e  sa f e  o n l i n e :

h t tps : / /south e as tcyb e r . po l i c e . uk/we b i n a r s/ l is t/  

Sur rey  P o l i c e  a n d  P a r tn e r s  w i l l  b e  i n  a t te n d a n c e  a t  th e  b e l ow  l o c a t i o ns  to

ta l k  a roun d  f raud  preve n t i o n  a n d  repo r t i n g  m e th o ds .

M o n d ay ,  17  Augus t  Sur rey  H e a th  l o c a t i o n  T B C  (upd a te  v i a  ‘ i n  th e

k n ow ’ )

Tuesd ay ,  18  Augus t  a t  T h e  F r i a r y  C e n t re  Gu i l d f o rd

W e d n esd ay ,  19  Augus t  S t  M a r t i ns  W a l k  D o rk i n g
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	How to protect yourself
	Research the site selling the product on sites such as Trust Advisor or Which?
	Be cautious of websites you have not heard of and offers that seem too good to be true.
	Where possible, pay using a credit card or another payment method that offers consumer protection.
	Driving Lessons As the cost of learning to drive continues to rise, fraudsters are increasingly targeting learner drivers with attractive offers, discounted lesson packages and professional-looking websites designed to appear legitimate.
	Surrey Police and Sussex Police have seen a number of recent fraud reports regarding fake driving lessons. One of these reports was from a 21-year-old who reported finding a website advertising a bulk package, offering a 25-hour course with two one-hour lessons per week. After contacting the company to arrange the booking, she was sent a payment link and transferred £792 for the lessons. It was later discovered that the driving lesson package was not genuine, resulting in a significant financial loss.
	How to spot the warning signs When booking driving lessons online, look out for the following red flags:
	Prices that seem significantly cheaper than those offered by established local instructors.
	Requests for full payment upfront before any lessons have taken place.
	Poorly reviewed or recently created websites.
	Limited contact information or no registered business address.
	Pressure to make payment quickly to secure a deal.
	Payment links sent through emails, text messages or messaging apps rather than secure booking systems.
	How to protect yourself Before booking driving lessons:
	Research the driving school or instructor thoroughly and check independent reviews.
	Verify that the instructor is approved and registered with the Driver and Vehicle Standards Agency (DVSA).
	Be cautious of websites you have not heard of and offers that seem too good to be true.
	Where possible, pay using a credit card or another payment method that offers consumer protection.
	Speak to family or friends and seek recommendations before committing to large upfront payments.

	Trust your instincts – if something doesn't feel right, stop and carry out further checks.
	Keeping communities safe from fraud Brush up on your knowledge and stay safe online with FREE webinars and in person sessions delivered by subject experts from WSCC. Sessions include talks at local libraries on scams, navigating the digital world for parents or you can even learn more about artificial intelligence. If you are interested in booking on any of their free webinars, you can book tickets here:  https://www.eventbrite.com/cc/digital-safety-fraud-prevention-4037633?utm-campaign=social&utm-content=creatorshare&utm-medium=discovery&utm-term=odclsxcollection&utm-source=cp&aff=escb
	Please check out the website for talks targeted at Parents and Carers in keeping young people safe online: https://southeastcyber.police.uk/webinars/list/
	Surrey Police and Partners will be in attendance at the below locations to talk around fraud prevention and reporting methods.
	Monday, 17 August Surrey Heath location TBC (update via ‘in the know’)
	Tuesday, 18 August at The Friary Centre Guildford
	Wednesday, 19 August St Martins Walk Dorking

