
Keep Your 
Money Safe

E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r  

Sur rey  P o l i c e  &  

Sussex  P o l i c e  

E c o n o m i c  C r i m e  U n i t

S o c i a l  m e d i a  h a c k i n g  is  o n  th e  r ise ,  a n d  f rauds te r s  a re

b e c o m i n g  i n c re as i n g ly  soph is t i c a te d  i n  h ow  th ey  exp l o i t

b o th  i n d iv i dua ls  a n d  o rg a n isa t i o ns .  Sussex  P o l i c e  a n d

Sur rey  P o l i c e  a re  re c e iv i n g  a  g row i n g  num b e r  o f  repo r t s

f ro m  res i d e n t s  e a c h  m o n th  re l a te d  to  h a c k e d  a c c oun t s ,

o n l i n e  i mpe r so n a t i o n ,  a n d  f raud  c o m m i t te d  th roug h

c o mpro m ise d  pro f i l es .

 

I n  to d ay ’s  d i g i ta l  a g e ,  so c i a l  m e d i a  is  m o re  th a n  jus t  a

p l a c e  to  s tay  c o n n e c te d  —  i t ’s  a  v i ta l  pa r t  o f  our  d a i ly

l ives .  F ro m  sh a r i n g  f a m i ly  upd a tes  to  m a n a g i n g  sm a l l

bus i n esses ,  p l a t f o rms  l i k e  F a c e b o o k ,  I ns ta g ra m ,

W h a t sApp ,  a n d  T i k T o k  a re  e m b e d d e d  i n  h ow  we  i n te ra c t .

U n f o r tun a te ly ,  th is  re l i a n c e  c a n  a lso  m a k e  us  vu l n e ra b l e .
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W e ’ re  a lso  se e i n g  a n  i n c re ase  i n  so c i a l  e n g i n e e r i n g ,

wh e re  c r i m i n a ls  g a i n  a c c ess  th roug h  c o nve r sa t i o n ,

o f te n  by  pre te n d i n g  to  b e  a  f r i e n d  o r  suppo r t

represe n ta t ive .  I n  so m e  c ases ,  use r s  c a n  b e  c o nv i n c e d

i n to  h a n d i n g  ove r  two - f a c to r  auth e n t i c a t i o n  (2F A )

c o d es ,  th i n k i n g  i t 's  pa r t  o f  a  se cur i t y  c h e c k .

M os t  so c i a l  m e d i a  h a c ks  b e g i n  w i th  ph ish i n g  a t te mpts .  T h ese  a re  d e c ept ive

m essa g es  th a t  c o nv i n c e  you  to  c l i c k  a  l i n k  o r  e n te r  l o g i n  d e ta i ls  o n  f a k e

we bs i tes  th a t  l o o k  l e g i t i m a te .  O n c e  a  h a c k e r  h as  your  l o g i n  i n f o rm a t i o n ,

th ey  m ay :

C h a n g e  your  passwo rd  a n d  l o c k  you  ou t  o f  your  a c c oun t

M essa g e  your  f r i e n ds  a n d  f o l l owe r s  to  ask  f o r  m o n ey  o r  pe r so n a l  d e ta i ls

P os t  h a rm fu l  o r  o f f e ns ive  c o n te n t

Use  your  a c c oun t  to  spre a d  m a lwa re  o r  ph ish i n g  l i n ks

T a rg e t  c o n n e c te d  bus i n ess  pa g es  o r  o th e r  l i n k e d  a c c oun t s

HOW DO SOCIAL MEDIA HACKS BEGIN?



Use  S t ro n g ,  U n ique  P asswo rds

Avo i d  us i n g  th e  sa m e  passwo rd  a c ross  mu l t ip l e  a c c oun t s .

Use  th re e  ra n d o m  wo rds

C o ns i d e r  us i n g  a  passwo rd  m a n a g e r  to  g e n e ra te  a n d  s to re  c o mp l ex  passwo rds .

E n a b l e  Two -F a c to r  Au th e n t i c a t i o n  (2F A )

2F A  a d ds  a n  ex t ra  l aye r  o f  se cur i t y  by  requ i r i n g  a  c o d e  se n t  to  your  ph o n e  o r  e m a i l .

Turn  th is  o n  f o r  a l l  m a j o r  p l a t f o rms  (F a c e b o o k ,  I ns ta g ra m ,  W h a t sApp ,  e tc . ) .

B e  W a ry  o f  Susp i c i ous  M essa g es

N eve r  c l i c k  o n  un expe c te d  l i n ks ,  eve n  i f  th ey  appe a r  to  c o m e  f ro m  f r i e n ds .

L o o k  out  f o r  s t ra n g e  l a n gua g e  o r  urg e n t  reques ts  

C h e c k  f o r  I mpe r so n a t i o n

R e gu l a r ly  se a rc h  your  n a m e  to  se e  i f  f a k e  a c c oun t s  a re  pre te n d i n g  to  b e  you .

R epo r t  a ny  i mpe r so n a t i o n  d i re c t ly  to  th e  so c i a l  m e d i a  p l a t f o rm .

K e ep  Y our  Apps  &  D ev i c es  Upd a te d

A lways  i ns ta l l  th e  l a tes t  upd a tes  to  pa tc h  k n own  se cur i t y  vu l n e ra b i l i t i es .

E n a b l e  auto m a t i c  upd a tes  wh e re  poss i b l e .
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S tay  S a f e :  P ra c t i c a l  T ips  to  P ro te c t  Y our  S o c i a l

M e d i a  A c c oun t s

P ro te c t i n g  your  so c i a l  m e d i a  prese n c e  d o esn ’ t

n e e d  to  b e  ove r  c o mp l i c a te d .  A  f ew  g o o d  h a b i t s

c a n  g o  a  l o n g  way  i n  k e ep i n g  your  a c c oun t s

se cure :

T h ese  two  re c e n t  exa mp l es  o f  so c i a l  m e d i a  h a c k i n g  repo r t s  f ro m  Sussex  a n d

Sur rey  sh ow  h ow  eve ryd ay  use r s  a re  ta rg e te d .  

A  v i c t i m  f ro m  Sussex  repo r te d  re c e iv i n g  a  m essa g e  f ro m  th e i r  s is te r  o n

W h a t sApp  reques t i n g  m o n ey .  U n f o r tun a te ly  sh e  se n t  th e  m o n ey  b e f o re

ve r i fy i n g  th a t  h e r  s is te r s  W h a t sApp  a c c oun t  h a d  a c tua l ly  b e e n  h a c k e d .  T h e

m o n ey ,  a l m os t  £500  was  se n t  v i a  a  c o d e  to  a  re c ip i e n t  i n  A f r i c a .   

A  l a dy  f ro m  Gu i l d f o rd  re c e ive d  a  d i re c t  m essa g e  o n  I ns ta g ra m  f ro m  so m e o n e

sh e  b e l i eve d  was  a  f r i e n d ,  c l a i m i n g  th e i r  a c c oun t  h a d  b e e n  h a c k e d  a n d

reques t i n g  a  c o d e  to  re g a i n  a c c ess .  S h e  re c e ive d  a  c o d e  a n d  se n t  i t  o n  v i a

I ns ta g ra m .  S h e  was  i m m e d i a te ly  l o g g e d  out  o f  h e r  a c c oun t  a n d  th e n  re c e ive d

mu l t ip l e  m essa g es  ask i n g  i f  sh e  wa n te d  h e r  I ns ta g ra m  a c c oun t  b a c k .  D esp i te

n o t  respo n d i n g  sh e  f oun d  sh e  n o  l o n g e r  h a d  a c c ess  to  h e r  a c c oun t  a n d

n o t i c e d  th a t  seve ra l  un f a m i l i a r  e m a i l  a d d resses  h a d  b e e n  l i n k e d  to  i t .  S h e

th e n  re c e ive d  a  n o t i f i c a t i o n  f ro m  I ns ta g ra m  wa rn i n g  th e re  h a d  b e e n  mu l t ip l e

l o g i n  a t te mpts  to  h e r  a c c oun t .



Sussex  P o l i c e  a n d  Sur rey  P o l i c e  a re  suppo r t i n g  a  n a t i o n a l  i n i t i a t ive  to  ta c k l e

ro m a n c e  f raud ,  c o i n c i d i n g  w i th  W o r l d  R o m a n c e  S c a m  P reve n t i o n  D ay  o n  3

O c to b e r .  O f f i c e r s  a n d  pa r tn e r  a g e n c i es  w i l l  b e  e n g a g i n g  i n  pub l i c  eve n t s

a c ross  th e  re g i o n  to  ra ise  awa re n ess  a n d  h e lp  preve n t  th ese  h e a r t l ess

c r i m es .

R o m a n c e  f raud  is  a  g row i n g  issue  wh e re  c r i m i n a ls  exp l o i t  i n d iv i dua ls

e m o t i o n a l ly  i n  o rd e r  to  s te a l  m o n ey .  T h ese  sc a ms  o f te n  b e g i n  i n n o c e n t ly  o n

d a t i n g  apps ,  so c i a l  m e d i a ,  o r  eve n  g a m i n g  p l a t f o rms ,  but  c a n  qu i c k ly

esc a l a te  o n c e  t rus t  is  es ta b l ish e d .

R e c e n t  l o c a l  exa mp l es  h i g h l i g h t  th e  ta c t i cs  use d :

A  wo m a n  i n  h e r  40s  f ro m  Sussex ,  wh o  was  c a r i n g  f o r  a n  e l d e r ly  re l a t ive ,  was

c o n ta c te d  v i a  a  popu l a r  g a m i n g  app .  T h e  c o nve r sa t i o n  qu i c k ly  m ove d  to

T e l e g ra m  (a  c l oud  b ase d  m essa g i n g  se r v i c e ) ,  wh e re  th e  f rauds te r  b e g a n

reques t i n g  m o n ey  i n  th e  f o rm  o f  g i f t  c a rds .  T h is  ra ise d  th e  v i c t i m 's

susp i c i o ns  a n d ,  re c o g n is i n g  th e  re d  f l a gs ,  sh e  e n d e d  c o n ta c t ,  th a n k fu l ly

b e f o re  a ny  l oss  o c cur re d .

I n  Sur rey ,  a  m a n  was  c o n ta c te d  th roug h  a  d a t i n g  app  but  was  so o n

e n c oura g e d  to  m ove  th e  c o nve r sa t i o n  to  W h a t sApp .  T h e  f rauds te r  re fuse d  to

m e e t  i n  pe r so n  un l ess  h e  se n t  a  subs ta n t i a l  a m oun t  o f  i Tun es  vouc h e r s .

W h e n  th e  m a n  t rave l l e d  to  th e  l o c a t i o n  sh e  c l a i m e d  to  l ive  a n d  f oun d  fur th e r

evas ive n ess ,  h e  repo r te d  th e  i n c i d e n t  to  l o c a l  po l i c e .

T h ese  c ases  un d e r l i n e  th e  i mpo r ta n c e  o f  s tay i n g  v i g i l a n t  wh e n  f o rm i n g

o n l i n e  re l a t i o nsh ips .  F rauds te r s  a re  sk i l l e d  m a n ipu l a to r s  a n d  o f te n  ta rg e t

pe op l e  a t  vu l n e ra b l e  t i m es  i n  th e i r  l ives .
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WORLD ROMANCE
FRAUD AWARENESS DAY

D o n ’ t  rush  i n to  o n l i n e  re l a t i o nsh ips  -  T a k e  your  t i m e .  G e t  to  k n ow  th e  pe r so n ,  n o t

jus t  th e  pro f i l e .

T O P  T I P S  O N  H O W  T O  S T A Y  S A F E  F R O M  R O M A N C E  F R A U D

A n a lyse  th e i r  pro f i l e :  L o o k  c l ose ly .  P ro te c t  yourse l f  by  ve r i fy i n g  wh o  th ey  re a l ly

a re .

T a l k  to  your  f r i e n ds  a n d  f a m i ly  -  B e  wa r y  o f  a nyo n e  wh o  te l ls  you  to  k e ep  th e

re l a t i o nsh ip  a  se c re t .

Eva d e  sc a ms  -  N eve r  se n d  m o n ey  o r  sh a re  b a n k/pe r so n a l  d e ta i ls  w i th  so m e o n e

you 've  o n ly  m e t  o n l i n e .

S tay  o n  th e  d a t i n g  s i te ’s  m essa g i n g  se r v i c e  -  F rauds te r s  o f te n  e n c oura g e  v i c t i ms

to  m ove  to  pr iva te  m essa g i n g  apps  to  avo i d  d e te c t i o n .


