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W o r l d  R o m a n c e  F raud  D ay  was  f i r s t  l aun c h e d  i n  2023

to  ra ise  awa re n ess  o f  ro m a n c e  f raud  a n d  th e  se r i ous

i mpa c t  i t  c a n  h ave  o n  v i c t i ms .  O bse r ve d  a n nua l ly  o n

3 ,  O c to b e r ,  th e  c a mpa i g n  e n c oura g es  pe op l e  to

re c o g n ise  th e  wa rn i n g  s i g ns  o f  o n l i n e  re l a t i o nsh ip

sc a ms ,  h ave  ope n  c o nve r sa t i o ns  a b out  th e  r isks ,  a n d

l e a rn  h ow  to  pro te c t  th e mse lves  wh e n  f o rm i n g

c o n n e c t i o ns  o n l i n e .  

I n  suppo r t  o f  th is  ye a r 's  awa re n ess  c a mpa i g n ,  th is

m o n th 's  f raud  n ews l e t te r  is  d e d i c a te d  to  ro m a n c e

f raud  a n d  i t s  asso c i a te d  va r i a t i o ns ,  prov i d i n g

i n f o rm a t i o n  o n  h ow  th ese  o f f e n c es  o c cur ,  th e  ta c t i cs

use d  by  f rauds te r s ,  a n d  th e  s teps  pe op l e  c a n  ta k e  to

s tay  sa f e .  

G e nu i n e  re l a t i o nsh ips  sh ou l d  b r i n g  t rus t  a n d

h app i n ess ,  n o t  e m o t i o n a l  d is t ress  o r  f i n a n c i a l  l oss .

O n l i n e  ro m a n c e  f raud

R o m a n c e  f raud  i nvo lves  o f f e n d e r s  c re a t i n g  a  f a k e ,

usua l ly  o n l i n e  re l a t i o nsh ip  to  g a i n  a  v i c t i m ’s  t rus t  a n d

m a n ipu l a te  th e m  i n to  se n d i n g  m o n ey .  O f te n

pe rpe t ra te d  ove r se as ,  th ese  sc a ms  b e g i n  o n  d a t i n g

s i tes ,  i n c lud i n g  M a tc h .c o m ,  T i n d e r ,  Bum b l e  e tc .  o r

i n c re as i n g ly ,  so c i a l  m e d i a  p l a t f o rms  suc h  as

F a c e b o o k  a n d  I ns ta g ra m .  F rauds te r s  w i l l  e n c oura g e

c o nve r sa t i o ns  to  m ove  o f f  l e g i t i m a te  p l a t f o rms  a n d

o n to  pr iva te  m essa g i n g  apps  l i k e  W h a t sApp  o r

T e l e g ra m .  

T h ey  w i l l  ta rg e t  pe op l e  o f  a ny  a g e ,  th oug h  th e

h i g h es t  f i n a n c i a l  l osses  se e n  a c ross  Sur rey  a n d

Sussex  c o m e  f ro m  v i c t i ms  ove r  50  ye a r s  o l d .
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T h ey  w i l l  o f te n  use  a  ta c t i c  k n own  as  ‘ l ove  b o m b i n g ’ ,  m a k i n g  e a r ly

d e c l a ra t i o ns  o f  l ove  o r  a f f e c t i o n  to  bu i l d  a n  e m o t i o n a l  c o n n e c t i o n .  O n c e

t rus t  h as  b e e n  es ta b l ish e d ,  th e  reques ts  f o r  m o n ey  s ta r t  to  c o m e ,  f o r

suppose d  m e d i c a l  e m e rg e n c i es ,  v isa  o r  t rave l  pro b l e ms ,  l e g a l  issues ,  o r

o th e r  un expe c te d  s i tua t i o ns .  I n  so m e  c ases ,  we ’ve  eve n  se e n  c l a i ms  th ey

h ave  b e e n  k i d n appe d  a n d  n e e d  a  ra nso m  paym e n t .  V i c t i ms  a re  b e i n g  ask e d

to  se n d  l a rg e  sums  o f  m o n ey  by  b a n k  t ra ns f e r ,  g i f t  vouc h e r s  suc h  as

App l e ,  A m azo n  o r  S te a m  c a rds ,  o r  th roug h  o n l i n e  m o n ey  t ra ns f e r  se r v i c es

i n c lud i n g  S e n dwave ,  T apT apS e n d  a n d  R e m i t ly .  

R e c e n t ly ,  i n  Sur rey ,  a  m a n  i n  h is  s ix t i es  m e t  so m e o n e  o n  a  d a t i n g  app  a n d

th e  c o nve r sa t i o n  c o n t i nue d  by  h e r  reques t  v i a  T e l e g ra m .  H e  se n t  a  to ta l  o f

£5000  to  th e  f rauds te r  wh o  was  c l a i m i n g  to  b e  h is  g i r l f r i e n d ,  b e f o re  h is

b a n k  th a n k fu l ly  i n te r ve n e d .  

C e l e b r i t y  ro m a n c e  f raud

Sur rey  P o l i c e  a n d  Sussex  P o l i c e  c o n t i nue  to  re c e ive  repo r t s  o f  c e l e b r i t y

ro m a n c e  sc a ms  th a t  o f te n  s ta r t  th roug h  un o f f i c i a l  f a n  pa g es  o n  F a c e b o o k ,

I ns ta g ra m  a n d  T i k T o k .  F rauds te r s  a g a i n  ta rg e t  b o th  m e n  a n d  wo m e n

equa l ly  a n d  w i l l  o f te n  e n c oura g e  c o nve r sa t i o ns  to  m ove  o n to  pr iva te

m essa g i n g  apps  suc h  as  T e l e g ra m ,  Z a n g i ,  W h a t sApp  a n d  S i g n a l .  V i c t i ms

a re  o f te n  vu l n e ra b l e  a n d  m ay  re c e ive  a  l a rg e  num b e r  o f  k i n d  a n d

a f f e c t i o n a te  m essa g es  d es i g n e d  to  bu i l d  t rus t  a n d  c re a te  a n  e m o t i o n a l

c o n n e c t i o n .  T h e  f rauds te r  w i l l  th e n  ask  f o r  m o n ey ,  t yp i c a l ly  App l e  o r

A m azo n  g i f t  vouc h e r  c o d es .  C e l e b r i t i es  m os t  c o m m o n ly  i mpe r so n a te d

i n c lud e  P r i n c e  W i l l i a m ,  K ev i n  C os tn e r ,  T o m  J o n es ,  T o m  H a n ks  a n d  G e o rg e

C l o o n ey .  W e  a lso  b e l i eve  th a t  A r t i f i c i a l  I n te l l i g e n c e  is  i n c re as i n g ly  b e i n g

use d  to  c re a te  c o nv i n c i n g  f a k e  v i d e os ,  i m a g es  a n d  m essa g es ,  m a k i n g  i t

h a rd e r  f o r  v i c t i ms  to  re c o g n ise  th a t  th ey  a re  c o m mun i c a t i n g  w i th  a

f rauds te r  ra th e r  th a n  th e  g e nu i n e  c e l e b r i t y .

I n  o n e  re c e n t  exa mp l e  a  l a dy  i n  h e r  seve n t i es  f ro m  Sur rey ,  se n t  £25 ,000

to  f rauds te r s  b e l i ev i n g  h e r se l f  to  b e  i n  a  re l a t i o nsh ip  w i th  th e  a c to r

G e o rg e  C l o o n ey .  T h is  c o nv i n c i n g  f raud  c ause d  d evas ta t i o n  a n d  h e a r ta c h e

f o r  b o th  h e r  a n d  h e r  f a m i ly .

Use  D .A .T .E .S .  ru l e  to  k e ep  yourse l f  a n d  l ove d  o n es  sa f e  f ro m  ro m a n c e

f rauds te r s :

D o n ’ t  rush  i n to  o n l i n e  re l a t i o nsh ips

A n a lyse  pro f i l es  f o r  i n c o ns is te n c i es

T a l k  to  t rus te d  f r i e n ds  a n d  f a m i ly

Eva d e  sc a m m e r s—n eve r  se n d  m o n ey  o r  sh a re  f i n a n c i a l  d e ta i ls

S tay  o n  se cure  d a t i n g  p l a t f o rms  a n d  th e i r  m esse n g e r  se r v i c e .

A b ove  a l l ,  n eve r  se n d  m o n ey ,  sh a re  pe r so n a l  d o cum e n t s ,  o r  t ra ns f e r  fun ds

to  so m e o n e  you ’ve  o n ly  m e t  o n l i n e .  

S top .  R epo r t .  Suppo r t .

I f  you  suspe c t  you  o r  so m e o n e  you  k n ow  h as  b e e n  a  v i c t i m  o f  ro m a n c e

f raud ,  p l e ase  c a l l  th e  po l i c e  o n  101 .

SURREY POLICE AND SUSSEX POLICE FRAUD NEWSLETTER02



S ex to r t i o n  c ases  c o n t i nue  to  r ise

S ex to r t i o n  is  a  f o rm  o f  b l a c k m a i l  wh e re  a  pe rpe t ra to r  th re a te ns  to  reve a l

i n t i m a te  i m a g es  o f  th e  v i c t i m  o n l i n e  un l ess  th ey  g ive  i n  to  th e i r  d e m a n ds .

T h ese  d e m a n ds  a re  t yp i c a l ly  f o r  m o n ey  o r  fur th e r  i m a g es .  

Sur rey  P o l i c e  a n d  Sussex  P o l i c e  a re  se e i n g  a n  i n c re ase  i n  i n c i d e n t s

wh e re  o f f e n d e r s  use  so c i a l  m e d i a  p l a t f o rms ,  i n c lud i n g  T i k T o k ,  to  m a k e

i n i t i a l  c o n ta c t  w i th  v i c t i ms .  W h i l e  T i k T o k  is  pr i m a r i ly  i n te n d e d  f o r  sh a r i n g

sh o r t  v i d e os  a n d  c o n n e c t i n g  w i th  o th e r s ,  c r i m i n a ls  c a n  m isuse  f e a tu res

suc h  as  d i re c t  m essa g i n g ,  c o m m e n t s  a n d  l ive  s t re a ms  to  bu i l d  t rus t ,

g a th e r  pe r so n a l  i n f o rm a t i o n  a n d  pe r sua d e  v i c t i ms  to  m ove  c o nve r sa t i o ns

o n to  o th e r  pr iva te  m essa g i n g  p l a t f o rms .

I n  a  re c e n t  c ase  repo r te d  to  Sussex  P o l i c e ,  a  m a n  i n  h is  e a r ly  twe n t i es

b e c a m e  th e  v i c t i m  o f  sex to r t i o n .  H e  was  c o n ta c te d  th roug h  T i k T o k  a n d

exc h a n g e d  m essa g es  f o r  a  sh o r t  pe r i o d .  T h e  c o nve r sa t i o n  i n i t i a l ly

appe a re d  f r i e n d ly  a n d  h a rm l ess .  T h e  pe rpe t ra to r  sug g es te d  c o n t i nu i n g

th e  c o nve r sa t i o n  o n  I ns ta g ra m ,  a n d  th e  v i c t i m  sh a re d  h is  pro f i l e  d e ta i ls .

S h o r t ly  a f te rwa rds ,  h e  was  e n c oura g e d  to  m ove  th e  c o nve r sa t i o n  to

W h a t sApp .  F ro m  h e re ,  h e  was  ask e d  to  se n d  i n t i m a te  ph o to g raphs ,  wh i c h

h e  d i d .  T h e  sc a m m e r  th e n  d e m a n d e d  m o n ey  a n d  th re a te n e d  to  sh a re  th e

i m a g es  w i th  h is  f r i e n ds  a n d  f a m i ly  th roug h  I ns ta g ra m  i f  h e  re fuse d .

T h e  v i c t i m  was  i ns t ruc te d  to  m a k e  paym e n t s  by  purc h as i n g  A m azo n  a n d

i Tun es  g i f t  c a rds  a n d  prov i d i n g  th e  vouc h e r  c o d es .  H e  c o mp l i e d  w i th

th ese  reques ts  but  fur th e r  d e m a n ds  f o r  a d d i t i o n a l  vouc h e r s  f o l l owe d .  A t

th is  po i n t ,  th e  v i c t i m  d e c i d e d  to  b l o c k  th e  wo m a n  a n d  th a n k fu l ly  th e re

h as  b e e n  n o  fur th e r  c o n ta c t  s i n c e .

Typ i c a l  s i g ns  o f  S ex to r t i o n  a t te mpts  m ay  i n c lud e :

T h ey ’ re  m ov i n g  to o  f as t .  

T h ey  t r y  to  d eve l op  a  re l a t i o nsh ip  w i th  you  ve r y  qu i c k ly .  S o m e  m ay

eve n  se n d  a  sexua l  /  i n d e c e n t  i m a g e  to  you  f i r s t .

T h ey  pressu re  you  to  d o  sexua l  th i n gs  you ’ re  n o t  c o m f o r ta b l e  w i th .  

T h ey  m i g h t  te l l  you  th ey ’ve  h a c k e d  you  o r  th a t  th ey  h ave  a c c ess  to

your  c o n ta c t s .  

S o m e  b l a c k m a i l e r s  m i g h t  te l l  you  th ey ’ve  g o t  e m b a r rass i n g  i m a g es  o r

i n f o rm a t i o n  a b out  you  f ro m  your  d ev i c e .  

T h ey  m i g h t  th re a te n  to  sh a re  th is  i n f o rm a t i o n  un l ess  m o n ey  is  g ive n  to

th e m .

I f  th is  h as  h appe n e d  to  you ,  i t  is  n o t  your  f au l t  a n d  th e re  is  h e lp  a n d

suppo r t  ava i l a b l e .  D o  n o t  pa n i c .  D o  n o t  pay .  D o  n o t  ta l k  a ny  fur th e r  to

th e  c r i m i n a ls .

I f  you  th i n k  you  a re  b e i n g  o r  h ave  b e e n  a  v i c t i m  o f  S ex to r t i o n ,  c a l l  th e

P o l i c e  o n  101  o r  999  i n  a n  e m e rg e n cy .
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W a rn i n g  Ove r  S c a m  D a t i n g  W e bs i tes  C h a rg i n g  f o r

M essa g es

Sur rey  P o l i c e  a n d  Sussex  P o l i c e  h ave  se e n  a n  i n c re ase  i n  repo r t s

re c e n t ly  f ro m  i n d iv i dua ls  wh o  h ave  l os t  m o n ey ,  so m e t i m es  s i g n i f i c a n t

a m oun t s ,  th roug h  f raudu l e n t  o n l i n e  d a t i n g  we bs i tes ,  m a ny  o f  wh i c h  a re

h os te d  ove r se as .  A  g row i n g  c o n c e rn  i nvo lves  p l a t f o rms  th a t  requ i re  use r s

to  purc h ase  "c re d i t s "  o r  v i r tua l  to k e ns  to  se n d  a n d  re c e ive  m essa g es .

V i c t i ms  repo r t  b e i n g  e n c oura g e d  to  spe n d  i n c re as i n g  a m oun t s  o f  m o n ey

c o m mun i c a t i n g  w i th  i n d iv i dua ls  wh o  o f te n  appe a r  a t t ra c t ive ,  e n g a g i n g ,

a n d  h i g h ly  respo ns ive .

I n  m a ny  c ases ,  v i c t i ms  l a te r  d isc ove r  th a t  th e  pro f i l es  th ey  we re

c o m mun i c a t i n g  w i th  m ay  n o t  b e  g e nu i n e .  S o m e  s i tes  appe a r  to  c o n ta i n

l a rg e  num b e r s  o f  f a k e  pro f i l es ,  auto m a te d  a c c oun t s  (b o t s ) ,  o r  ope ra to r s

wh ose  purpose  is  to  e n c oura g e  use r s  to  c o n t i nue  purc h as i n g  c re d i t s .

C o nve r sa t i o ns  a re  o f te n  d es i g n e d  to  k e ep  use r s  e n g a g e d  wh i l e  avo i d i n g

g e nu i n e  m e e t i n gs ,  v i d e o  c a l ls ,  o r  o th e r  f o rms  o f  ve r i f i c a t i o n .

O n l i n e  d a t i n g  c a n  b e  a  pos i t ive  way  to  m e e t  n ew  pe op l e ,  h oweve r ,  p l e ase

re m a i n  a l e r t  to  we bs i tes  a n d  i n d iv i dua ls  wh ose  pr i m a r y  a i m  appe a r s  to  b e

g e n e ra t i n g  m o n ey  th roug h  pro l o n g e d  pa i d  c o nve r sa t i o ns  ra th e r  th a n

f a c i l i ta t i n g  g e nu i n e  re l a t i o nsh ips .  E a r ly  repo r t i n g  h e lps  pro te c t  b o th

yourse l f  a n d  o th e r s  f ro m  b e c o m i n g  v i c t i ms  o f  s i m i l a r  sc a ms .
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	Romance fraud
	Online romance fraud

	They will often use a tactic known as ‘love bombing’, making early declarations of love or affection to build an emotional connection. Once trust has been established, the requests for money start to come, for supposed medical emergencies, visa or travel problems, legal issues, or other unexpected situations. In some cases, we’ve even seen claims they have been kidnapped and need a ransom payment. Victims are being asked to send large sums of money by bank transfer, gift vouchers such as Apple, Amazon or Steam cards, or through online money transfer services including Sendwave, TapTapSend and Remitly.
	Recently, in Surrey, a man in his sixties met someone on a dating app and the conversation continued by her request via Telegram. He sent a total of £5000 to the fraudster who was claiming to be his girlfriend, before his bank thankfully intervened.

	Celebrity romance fraud
	Surrey Police and Sussex Police continue to receive reports of celebrity romance scams that often start through unofficial fan pages on Facebook, Instagram and TikTok. Fraudsters again target both men and women equally and will often encourage conversations to move onto private messaging apps such as Telegram, Zangi, WhatsApp and Signal. Victims are often vulnerable and may receive a large number of kind and affectionate messages designed to build trust and create an emotional connection. The fraudster will then ask for money, typically Apple or Amazon gift voucher codes. Celebrities most commonly impersonated include Prince William, Kevin Costner, Tom Jones, Tom Hanks and George Clooney. We also believe that Artificial Intelligence is increasingly being used to create convincing fake videos, images and messages, making it harder for victims to recognise that they are communicating with a fraudster rather than the genuine celebrity.
	In one recent example a lady in her seventies from Surrey, sent £25,000 to fraudsters believing herself to be in a relationship with the actor George Clooney. This convincing fraud caused devastation and heartache for both her and her family.
	Use D.A.T.E.S. rule to keep yourself and loved ones safe from romance fraudsters:
	Don’t rush into online relationships
	Analyse profiles for inconsistencies
	Talk to trusted friends and family
	Evade scammers—never send money or share financial details
	Stay on secure dating platforms and their messenger service.
	Above all, never send money, share personal documents, or transfer funds to someone you’ve only met online.
	Stop. Report. Support.
	If you suspect you or someone you know has been a victim of romance fraud, please call the police on 101.

	Sextortion cases continue to rise
	Sextortion is a form of blackmail where a perpetrator threatens to reveal intimate images of the victim online unless they give in to their demands. These demands are typically for money or further images.
	Surrey Police and Sussex Police are seeing an increase in incidents where offenders use social media platforms, including TikTok, to make initial contact with victims. While TikTok is primarily intended for sharing short videos and connecting with others, criminals can misuse features such as direct messaging, comments and live streams to build trust, gather personal information and persuade victims to move conversations onto other private messaging platforms.
	In a recent case reported to Sussex Police, a man in his early twenties became the victim of sextortion. He was contacted through TikTok and exchanged messages for a short period. The conversation initially appeared friendly and harmless. The perpetrator suggested continuing the conversation on Instagram, and the victim shared his profile details. Shortly afterwards, he was encouraged to move the conversation to WhatsApp. From here, he was asked to send intimate photographs, which he did. The scammer then demanded money and threatened to share the images with his friends and family through Instagram if he refused.
	The victim was instructed to make payments by purchasing Amazon and iTunes gift cards and providing the voucher codes. He complied with these requests but further demands for additional vouchers followed. At this point, the victim decided to block the woman and thankfully there has been no further contact since.
	Typical signs of Sextortion attempts may include:
	They’re moving too fast.
	They try to develop a relationship with you very quickly. Some may even send a sexual / indecent image to you first.
	They pressure you to do sexual things you’re not comfortable with.
	They might tell you they’ve hacked you or that they have access to your contacts.
	Some blackmailers might tell you they’ve got embarrassing images or information about you from your device.
	They might threaten to share this information unless money is given to them.
	If this has happened to you, it is not your fault and there is help and support available. Do not panic. Do not pay. Do not talk any further to the criminals.
	If you think you are being or have been a victim of Sextortion, call the Police on 101 or 999 in an emergency.

	Warning Over Scam Dating Websites Charging for Messages
	Surrey Police and Sussex Police have seen an increase in reports recently from individuals who have lost money, sometimes significant amounts, through fraudulent online dating websites, many of which are hosted overseas. A growing concern involves platforms that require users to purchase "credits" or virtual tokens to send and receive messages. Victims report being encouraged to spend increasing amounts of money communicating with individuals who often appear attractive, engaging, and highly responsive.
	In many cases, victims later discover that the profiles they were communicating with may not be genuine. Some sites appear to contain large numbers of fake profiles, automated accounts (bots), or operators whose purpose is to encourage users to continue purchasing credits. Conversations are often designed to keep users engaged while avoiding genuine meetings, video calls, or other forms of verification.
	Online dating can be a positive way to meet new people, however, please remain alert to websites and individuals whose primary aim appears to be generating money through prolonged paid conversations rather than facilitating genuine relationships. Early reporting helps protect both yourself and others from becoming victims of similar scams.


