
Keep Your 
Money Safe

E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r  

Sur rey  P o l i c e  &  

Sussex  P o l i c e  

E c o n o m i c  C r i m e  U n i t

HOW BANKS AND POLICE ARE
WORKING TOGETHER TO
PROTECT YOU FROM FRAUD
THE BANKING PROTOCOL - A
SAFETY NET IN YOUR LOCAL
BRANCH
T h e  B a n k i n g  P ro to c o l  is  a  U K ‑w i d e  pa r tn e r sh ip  b e twe e n

b a n ks ,  th e  P os t  O f f i c e ,  po l i c e ,  a n d  N a t i o n a l  T ra d i n g

S ta n d a rds ,  d es i g n e d  to  pro te c t  cus to m e r s  i n c lud i n g

vu l n e ra b l e  pe op l e ,  f ro m  f raud  wh e n  th ey  v is i t  a  b ra n c h .

U n d e r  th e  sc h e m e ,  b ra n c h  s ta f f  a re  t ra i n e d  to  spo t  th e

wa rn i n g  s i g ns  th a t  so m e o n e  m ay  b e  un d e r  pressu re ,  b e i n g

c o a c h e d  by  a  c r i m i n a l ,  o r  a b out  to  w i th d raw  m o n ey  f o r  a

sc a m .  I f  s ta f f  a re  c o n c e rn e d ,  th ey  c a n  m a k e  a n  i m m e d i a te

c a l l  to  po l i c e ,  wh o  w i l l  a t te n d  th e  b ra n c h  qu i c k ly  to

sa f e gua rd  th e  cus to m e r .

T h is  i n i t i a t ive  h as  prove n  h i g h ly  e f f e c t ive  n a t i o n a l ly  a n d

l o c a l ly .  I n  th e  pas t  12  m o n ths  i n  Sur rey  a n d  Sussex  a l o n e

i t  h as  preve n te d  £2 .5  m i l l i o n  poun ds  b e i n g  l os t  to  f raud

a n d  h as  resu l te d  i n  mu l t ip l e  a r res ts  -  d e m o ns t ra t i n g  h ow

f ro n t l i n e  b a n k  s ta f f  a n d  po l i c e  c a n  wo rk  h a n d ‑ i n ‑h a n d  to

pro te c t  i n d iv i dua ls  f ro m  c r i m i n a ls  ta rg e t i n g  vu l n e ra b l e

pe op l e .  
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LAST YEAR ACROSS SURREY AND SUSSEX
OVER 400 VULNERABLE PEOPLE WERE
SUPPORTED AND SAFEGUARDED DUE TO
THIS PROTOCOL. 
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How the protocol has worked in Surrey and Sussex
I n  Sur rey ,  a  v i c t i m  o f  ro m a n c e  f raud  b e l i eve d  th ey  we re  i n  c o n ta c t  w i th  a n  A m e r i c a n

so l d i e r  se r v i n g  i n  U k ra i n e .  S ta f f  a t  N a tW es t  i d e n t i f i e d  th e  f raud ,  b l o c k e d  a  £ 1 ,500

t ra ns f e r  a n d  i nvo lve d  po l i c e  h av i n g  f roze n  th e  cus to m e r ’s  a c c oun t .

I n  a n o th e r  c ase  i n  W es t  Sussex ,  a n  e l d e r ly  g e n t l e m a n  was  preve n te d  f ro m

w i th d raw i n g  £5 ,000  i n  c ash  by  s ta f f  a t  th e  l o c a l  b ra n c h  o f  S a n ta n d e r .  H e  was

a t te mpt i n g  to  pay  a  te a m  o f  ro gue  wo rk m e n  wh o  h a d  c o l d  c a l l e d  a t  h is  a d d ress  f o r

wo rk  th a t  h a d  n o t  a c tua l ly  b e e n  c o mp l e te d  o n  h is  prope r t y .

T h e  P ro to c o l  c o n t i nues  to  evo lve  w i th  b a n ks  re c o g n is i n g  th e  i mpo r ta n c e  o f  e a r ly

i n te r ve n t i o n ,  c o mpass i o n a te  ques t i o n i n g ,  a n d  s t ro n g  pa r tn e r sh ip  w i th  l o c a l  po l i c e

f o rc es  -  a l l  to  pro te c t  th e  pub l i c .  

W i th  so m e  b ra n c h es  c l os i n g  d own ,  e n c oura g i n g  a  r ise  i n  t ra nsa c t i o ns  to  ta k e  p l a c e

o n l i n e  o r  by  ph o n e ,  c r i m i n a ls  a re  i n c re as i n g ly  ta rg e t i n g  pe op l e  re m o te ly .  T o  c oun te r

th is ,  th e  B a n k i n g  P ro to c o l  was  ex te n d e d  to  i n c lud e  te l eph o n e  a n d  o n l i n e  b a n k i n g ,

o f te n  re f e r re d  to  as  th e  c ross ‑c h a n n e l  pro to c o l .

W h e n  b a n k  s ta f f  wo rk i n g  i n  c a l l  c e n t res  a n d  f raud  te a ms  suspe c t  a  sc a m ,  suc h  as  a

cus to m e r  b e i n g  pressu re d  to  t ra ns f e r  m o n ey  -  th ey  c a n  reques t  a d d i t i o n a l  c h e c ks  o r

a l e r t  po l i c e ,  m i r ro r i n g  th e  e f f e c t ive  i n ‑b ra n c h  pro c ess .  I n  so m e  c ases ,  po l i c e  w i l l  v is i t

th e  cus to m e r ’s  h o m e  i f  th e  s i tua t i o n  appe a r s  urg e n t  a n d  th e  pe r so n  c a n n o t  g e t  to  a

b ra n c h  sa f e ly .

Vulnerable Victim Notification (VVN) -
supporting and safeguarding the most at‑risk
T h e  Vu l n e ra b l e  V i c t i m  N o t i f i c a t i o n  (V V N )  i n i t i a t ive  was  d eve l ope d  j o i n t ly  by  U K

F i n a n c e  a n d  Sur rey  P o l i c e  a n d  Sussex  P o l i c e ,  re c o g n is i n g  th a t  so m e  cus to m e r s  n e e d

ex t ra  pro te c t i o n .  U n d e r  th is  pro c ess ,  wh e n  po l i c e  i d e n t i fy  a  pe r so n  as  vu l n e ra b l e  f o r

exa mp l e  due  to  i l l n ess ,  c o g n i t ive  i mpa i rm e n t ,  o r  pressu re  f ro m  f rauds te r s  th ey  c a n

n o t i fy  th e  cus to m e r ’s  b a n k .

B a n ks  c a n  th e n  app ly  pro te c t ive  m e asu res  suc h  as  a d d i n g  vu l n e ra b i l i t y  m a rk e r s ,

prov i d i n g  ta i l o re d  f raud  awa re n ess  suppo r t ,  o r  i n c re as i n g  m o n i to r i n g  o f  th e  a c c oun t .

S i n c e  i t s  l aun c h ,  th e  V V N  pro c ess  is  n ow  use d  n a t i o n a l ly  a n d  w i th  a l l  th e  m a j o r  b a n ks

s i g n e d  up .  I n  m a ny  c ases  b a n ks  we re  un awa re  o f  th e  i n d iv i dua l ’s  vu l n e ra b i l i t i es  un t i l

n o t i f i e d  -  m e a n i n g  th e  sc h e m e  d i re c t ly  re duc es  futu re  f raud  r isk  a n d  s t re n g th e ns

sa f e t y  f o r  th ose  wh o  n e e d  i t  m os t .  

I n  a  re c e n t  exa mp l e ,  a  c our i e r  f raud  v i c t i m  f ro m  i n  E as t  Sur rey  was  b o th  d e l i g h te d

a n d  re l i eve d  to  re c e ive  b a c k  f ro m  L l oyds  £5 ,000  th a t  sh e  h a d  h a n d e d  to  f rauds te r s  i n

c ash  a n d  euros  wh e n  th ey  c l a i m e d  to  b e  wo rk i n g  f o r  th e  M e t ropo l i ta n  P o l i c e ,

i nves t i g a t i n g  th e  use  o f  c oun te r f e i t  m o n ey  i n  th e  b ra n c h .

W h i l e  a  v i c t i m  o f  f raud  f ro m  W es t  Sussex  wh o  was  re i m burse d  by  mu l t ip l e  b a n ks ,  th e

fu l l  £94 ,000  sh e  h a d  b e e n  d e f raud e d  out  o f ,  was  fu l l  o f  pra ise  a n d  th a n ks  f o r  th e

a c t i o ns  ta k e n  o n  h e r  b e h a l f  a n d  f o r  th e  k i n d  a n d  re assu r i n g  i n te ra c t i o ns  sh e

expe r i e n c e d  f ro m  Sussex  P o l i c e ,  h e r  b a n ks  a n d  V i c t i m  Suppo r t .  



Sur rey  P o l i c e  a n d  Sussex  P o l i c e  a lso  wo rk  c l ose ly  w i th  h i g h  s t re e t  b a n ks  to

pro a c t ive ly  ra ise  awa re n ess  o f  th e  g row i n g  th re a t  o f  f raud  w i th i n  our  c o m mun i t i es .  

F raud  preve n t i o n  c o m mun i t y  e n g a g e m e n t  eve n t s  h ave  b e e n  d e l ive re d  a t  b ra n c h es  i n

W o k i n g ,  B r i g h to n ,  C h i c h es te r  a n d  Gu i l d f o rd  a n d  a lso  out  i n  th e  w i d e r  c o m mun i t y

i n c lud i n g  w i th  N a tW es t ,  H S B C  a n d  B a rc l ays  a t  C hurc h i l l  Squa re  i n  B r i g h to n  a n d  th e

B e l f r y  S h opp i n g  C e n t re  i n  R e d h i l l .  

Dur i n g  th ese  c o l l a b o ra t ive  eve n t s ,  pe op l e  c a n  expe c t  to  re c e ive  i n f o rm a t i o n  o n

c o m m o n  sc a ms  suc h  as  i mpe r so n a t i o n  f raud ,  i nves tm e n t  sc a ms ,  ro m a n c e  f raud ,  a n d

d o o r s tep  c r i m e .  N o t  o n ly  d o  we  exp l a i n  pra c t i c a l  s teps  th ey  c a n  ta k e  to  pro te c t

th e mse lves ,  we  a lso  i n c lud e  i n f o rm a t i o n  o n  h ow  to  h a n d l e  un expe c te d  ph o n e  c a l ls ,

spo t  susp i c i ous  m essa g es ,  a n d  se t  up  s t ro n g  a c c oun t  se cur i t y .  S ta f f  w i l l  a lso  sh a re

h ow  b es t  to  c o n ta c t  your  own  b a n k  a n d  h ow  th ey  m i g h t  l i k e ly  c o n ta c t  you .

RAISING FRAUD AWARENESS WITHIN THE COMMUNITY –
WORKING TOGETHER WITH LOCAL BANKS
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S h e  m e n t i o n e d  th a t  a t  N a t i o nw i d e  th e re  was  "a  h e lp fu l  l a dy  wh o  to l d  m e  to

d isc o n n e c t  my  l a n d l i n e  f o r  a  f ew  m i nutes  i f  I  re c e ive d  futu re  susp i c i ous  c a l ls ,  i n

o rd e r  to  cut  th e  l i n e  c o n n e c t i o n  w i th  th e  c a l l e r " .  S h e  a lso  re c a l l e d  th a t  so m e o n e

f ro m  N a tW es t 's  we l f a re  te a m  wh o  te l eph o n e d  h e r  to  ask  h ow  sh e  was  f e e l i n g  a f te r

th is  i n c i d e n t .

As  pa r t  o f  th is  i n i t i a t ive ,  th e re  h as  b e e n  a

B a rc l ays  e n g a g e m e n t  va n  s ta f f e d  by

k n ow l e d g e a b l e  spe c i a l is ts  to  a nswe r  ques t i o ns

a n d  prov i d e  suppo r t .  T h is  m o b i l e  un i t  t rave ls  to

c o m mun i t y  a re as ,  b r i n g i n g  f raud  expe r t s ,  wo rk i n g

a l o n gs i d e  po l i c e  f raud  vo lun te e r s  d i re c t ly  to  th e

pub l i c .  V is i to r s  c a n  d rop  by  to  re c e ive  o n e ‑ to ‑o n e

a dv i c e ,  l e a rn  a b out  th e  l a tes t  sc a ms ,  a n d  a c c ess

d i g i ta l  sa f e t y  gu i d a n c e  a n d  m a te r i a ls .  

T h is  i n n ova t ive  appro a c h  h e lps  re a c h  res i d e n t s

wh o  m ay  n o t  o th e rw ise  v is i t  a  b a n k  b ra n c h ,

e nsu r i n g  th a t  f raud  preve n t i o n  m essa g es  a re

sp re a d  as  w i d e ly  as  poss i b l e .

F o r  th e  c o m mun i t y ,  th ese  eve n t s  prov i d e

re assu ra n c e  th a t  b a n ks  a n d  po l i c e  a re

wo rk i n g  to g e th e r  to  preve n t  f raud  a n d

a l l ows  oppo r tun i t i es  to  ask  ques t i o ns  a n d

re c e ive  ta i l o re d  gu i d a n c e  f a c e ‑ to ‑ f a c e .  
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