
Keep Your 
Money Safe

Sur rey  P o l i c e  a n d  Sussex  P o l i c e  a re  re m i n d i n g

res i d e n t s  to  b e  wa r y  o f  a  sc a m  cur re n t ly  c i rcu l a t i n g

wh e re  c r i m i n a ls  use  s to l e n  pe r so n a l  i n f o rm a t i o n  to

o rd e r  m o b i l e  ph o n es  i n  th e i r  own  o r  so m e o n e  e lse ’s

n a m e .  W e  h ave  re c e ive d  seve ra l  repo r t s  f ro m

res i d e n t s  i n  b o th  f o rc es  b e i n g  c o n ta c te d  by

f rauds te r s  c l a i m i n g  to  b e  f ro m  c o mpa n i es  i n c lud i n g

S ky  a n d  T h re e .  

S to l e n  d e ta i ls  a re  use d  to  ta k e  out  o r  a c c ess  a  m o b i l e

ph o n e  a c c oun t  a n d  a r ra n g e  f o r  a  h a n dse t  to  b e

d e l ive re d  to  th e  v i c t i m ’s  a d d ress .  S o o n  a f te r  th e

ph o n e  a r r ives ,  th e  v i c t i m  m ay  re c e ive  a  c a l l ,  e m a i l  o r

m essa g e  f ro m  so m e o n e  c l a i m i n g  to  b e  f ro m  th e  m o b i l e

n e two rk ,  re ta i l e r  o r  d e l ive r y  c o mpa ny .  T h ey  w i l l  o f te n

say  th e  ph o n e  was  se n t  i n  e r ro r  a n d  ask  f o r  i t  to  b e

re tu rn e d  o r  h a n d e d  ove r  to  a  c our i e r .  

U n f o r tun a te ly ,  i f  th e  ph o n e  is  passe d  o n  w i th out

c h e c k i n g  th e  reques t  is  g e nu i n e ,  th e  c r i m i n a ls  wa l k

away  w i th  th e  h a n dse t ,  a n d  th e  v i c t i m  c ou l d  b e  l e f t

d e a l i n g  w i th  th e  c o nseque n c es  o f  a  f raudu l e n t

a c c oun t  ope n e d  i n  th e i r  n a m e .  

I f  a  m o b i l e  ph o n e  is  d e l ive re d  to  your  a d d ress  th a t

you  d i d  n o t  o rd e r ,  d o  n o t  h a n d  i t  ove r  to  a nyo n e  un t i l

you  h ave  c o n f i rm e d  th e  s i tua t i o n  d i re c t ly  w i th  th e

supp l i e r .  A lways  use  c o n ta c t  d e ta i ls  f ro m  th e

c o mpa ny ’s  o f f i c i a l  we bs i te  a n d  b e  c aut i ous  o f  ph o n e

num b e r s ,  e m a i ls ,  m essa g es  o r  c o l l e c t i o n

a r ra n g e m e n t s  prov i d e d  by  so m e o n e  wh o  c o n ta c t s  you

un expe c te d ly .  
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E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .
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A d d i n g  ex t ra  se cur i t y  to  your  m o b i l e  a c c oun t ,  suc h  as  a  P I N ,  passwo rd  o r

m e m o ra b l e  wo rd ,  c a n  h e lp  preve n t  un auth o r ise d  a c c ess .  I t  is  a lso  g o o d

pra c t i c e  to  re gu l a r ly  c h e c k  your  b a n k  a n d  m o b i l e  ph o n e  a c c oun t s  f o r

a ny th i n g  unusua l .  S e r v i c es  suc h  as  h t tps : / /www.c i f as .o rg . uk/  c a n  a lso

h e lp  you  m o n i to r  f o r  s i g ns  o f  i d e n t i t y  f raud .  

R e m e m b e r ,  i f  a n  un expe c te d  ph o n e  is  d e l ive re d  to  your  a d d ress ,  ta k e  th e

t i m e  to  ve r i fy  wh o  i t  b e l o n gs  to  b e f o re  a g re e i n g  to  a ny  c o l l e c t i o n  o r

re tu rn .  I f  a nyo n e  a t te n ds  your  a d d ress  a n d  you  f e e l  th re a te n e d  o r  unsa f e ,

c a l l  999  i m m e d i a te ly .

J o i n  th e  R epo r t  F raud  S o c i a l  M e d i a  a n d  E m a i l  H a c k i n g

W e b i n a r   
As  pa r t  o f  Cyb e r se cur i t y  Awa re n ess  M o n th ,  R epo r t  F raud  is  h os t i n g  a

we b i n a r  o n  pro te c t i n g  your  e m a i l  a n d  so c i a l  m e d i a  a c c oun t s  f ro m  h a c k e r s

a n d  f rauds te r s .   

T h e  sess i o n  w i l l  c ove r  th e  l a tes t  th re a t s ,  pra c t i c a l  se cur i t y  m e asu res ,  a n d

th e  s i mp l e  s teps  you  c a n  ta k e  to  k e ep  your  a c c oun t s  sa f e  f ro m

c o mpro m ise .  W h e th e r  you ' re  l o o k i n g  to  s t re n g th e n  your  own  o n l i n e

se cur i t y  o r  h e lp  pro te c t  f r i e n ds  a n d  f a m i ly ,  th is  we b i n a r  w i l l  prov i d e

expe r t  gu i d a n c e  a n d  a c t i o n a b l e  a dv i c e .  

R e g is te r  your  p l a c e  h e re :

h t tps : / /eve n t s . te a ms .m i c roso f t .c o m/eve n t/53994 f64 -090 f -4887 -8744 -

3422d a79a d56@9386a f3d -781b -4b a d -8559 -7170b e76b a d9  
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https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fs-url.co%2FIVE2AA&data=05%7C02%7Cbernadette.lawrie%40sussex.police.uk%7C38f6ec50473b44413ded08df2a9de5bf%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C639276529796651830%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=xgiQXJxfzwOQ3DFKAHWg9SXprEMBGqrtB8XFiyGwRgQ%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fs-url.co%2FIVE2AA&data=05%7C02%7Cbernadette.lawrie%40sussex.police.uk%7C38f6ec50473b44413ded08df2a9de5bf%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C639276529796651830%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=xgiQXJxfzwOQ3DFKAHWg9SXprEMBGqrtB8XFiyGwRgQ%3D&reserved=0


B a n k  i mpe r so n a t i o n  f raud

T h is  c o mp l ex  f raud  b e g i ns  w i th  a  s i mp l e  tex t  m essa g e… .  

Sur rey  P o l i c e  a n d  Sussex  P o l i c e  h ave  se e n  a  sud d e n  a n d  sh a rp  i n c re ase

i n  b a n k  i mpe r so n a t i o n  sc a ms ,  s ta r t i n g  w i th  a  tex t  m essa g e .  

O n e  repo r t  sa i d  th e  v i c t i m  re c e ive d  a  tex t  m essa g e  say i n g  th e re  was

f raudu l e n t  a c t iv i t y  o n  h e r  b a n k  a c c oun t  a n d  to  c l i c k  th e  l i n k  to  preve n t

th e  t ra nsa c t i o n .  H av i n g  c l i c k e d  th e  l i n k ,  sh e  was  c o n ta c te d  o n  W h a t sApp

f ro m  so m e o n e  c l a i m i n g  to  b e  f ro m  th e  B a rc l ays  f raud  te a m .  Us i n g  l e n g thy

a n d  c o nv i n c i n g  ta c t i cs ,  to  o b ta i n  se cur i t y  i n f o rm a t i o n  a n d  a c c ess  h e r

d ev i c es ,  th e  f rauds te r  eve n tua l ly  s to l e  £5000  f ro m  h e r  a c c oun t s .  

A n o th e r  exa mp l e  saw  a  tex t  m essa g e  f ro m  ‘B a rc l ays ’  a dv is i n g  a

f raudu l e n t  paym e n t  h a d  b e e n  d e te c te d .  T h e  v i c t i m  was  i ns t ruc te d  to

“ rep ly  Y  to  th e  tex t  to  a t te mpt  th e  paym e n t  a g a i n  i f  th is  was  you ,  a n d  i f

n o t  re c o g n ise d  c a l l  th is  num b e r ” ,  wh i c h  h e  subseque n t ly  d i d .  A g a i n  th e

c o nve r sa t i o n  was  l e n g thy  a n d  c o mp l ex  a n d  sa d ly  resu l te d  i n  th e  l oss  o f

hun d re ds  o f  poun ds .  

Y our  b a n k  w i l l  n eve r  say  your  m o n ey  is  a t  r isk  a n d  th a t  you  n e e d  to  m ove

i t .  I f  a nyo n e  says  th is ,  i t ’s  a  sc a m  –  d o n ’ t  f o l l ow  th e i r  i ns t ruc t i o ns .  

T h e  c o n ta c t  m ay  appe a r  c o nv i n c i n g  by  us i n g  o f f i c i a l - l o o k i n g  ph o n e

num b e r s ,  l o g os  o r  eve n  th e  n a m es  o f  g e nu i n e  e mp l oye es .  T h ey  w i l l

usua l ly  c l a i m  th e re  is  a  pro b l e m  w i th  your  a c c oun t ,  susp i c i ous  a c t iv i t y ,  o r

a n  urg e n t  se cur i t y  issue  th a t  n e e ds  i m m e d i a te  a c t i o n .  

T h e i r  a i m  is  to  c re a te  a  se nse  o f  pa n i c  so  th a t  you  a c t  qu i c k ly  w i th out

s topp i n g  to  th i n k .  V i c t i ms  m ay  b e  pe r sua d e d  to  t ra ns f e r  m o n ey  to  a  so -

c a l l e d  "sa f e  a c c oun t " ,  w i th d raw  c ash ,  o r  sh a re  pe r so n a l  a n d  b a n k i n g

i n f o rm a t i o n .  I n  re a l i t y ,  th e  m o n ey  o r  i n f o rm a t i o n  is  b e i n g  h a n d e d  d i re c t ly

to  c r i m i n a ls .  

I f  a nyo n e  c o n ta c t s  you  un expe c te d ly  a n d  asks  you  to  se n d  th e m  m o n ey ,

d o n ’ t  d o  i t .  I ns te a d ,  c a l l  th e m  o n  a  num b e r  you  k n ow  is  g e nu i n e  to  c h e c k

th e  reques t  is  re a l .  I f  i t ’s  a  c o mpa ny ,  g e t  th e i r  num b e r  f ro m  th e i r  o f f i c i a l

we bs i te .  

I f  so m e th i n g  d o esn ' t  f e e l  r i g h t ,  h a n g  up ,  wa i t  a  f ew  m i nutes ,  a n d  c o n ta c t

th e  o rg a n isa t i o n  d i re c t ly .  T rus t  your  i ns t i n c t s  a n d  d o n ' t  l e t  a nyo n e

pressu re  you  i n to  m a k i n g  rush e d  d e c is i o ns .  
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	Adding extra security to your mobile account, such as a PIN, password or memorable word, can help prevent unauthorised access. It is also good practice to regularly check your bank and mobile phone accounts for anything unusual. Services such as https://www.cifas.org.uk/ can also help you monitor for signs of identity fraud.
	Remember, if an unexpected phone is delivered to your address, take the time to verify who it belongs to before agreeing to any collection or return. If anyone attends your address and you feel threatened or unsafe, call 999 immediately.


	Join the Report Fraud Social Media and Email Hacking Webinar 
	As part of Cybersecurity Awareness Month, Report Fraud is hosting a webinar on protecting your email and social media accounts from hackers and fraudsters.
	The session will cover the latest threats, practical security measures, and the simple steps you can take to keep your accounts safe from compromise. Whether you're looking to strengthen your own online security or help protect friends and family, this webinar will provide expert guidance and actionable advice.
	Register your place here: https://events.teams.microsoft.com/event/53994f64-090f-4887-8744-3422da79ad56@9386af3d-781b-4bad-8559-7170be76bad9

	Bank impersonation fraud
	This complex fraud begins with a simple text message….
	Surrey Police and Sussex Police have seen a sudden and sharp increase in bank impersonation scams, starting with a text message.
	One report said the victim received a text message saying there was fraudulent activity on her bank account and to click the link to prevent the transaction. Having clicked the link, she was contacted on WhatsApp from someone claiming to be from the Barclays fraud team. Using lengthy and convincing tactics, to obtain security information and access her devices, the fraudster eventually stole £5000 from her accounts.
	Another example saw a text message from ‘Barclays’ advising a fraudulent payment had been detected. The victim was instructed to “reply Y to the text to attempt the payment again if this was you, and if not recognised call this number”, which he subsequently did. Again the conversation was lengthy and complex and sadly resulted in the loss of hundreds of pounds.
	Your bank will never say your money is at risk and that you need to move it. If anyone says this, it’s a scam – don’t follow their instructions.
	The contact may appear convincing by using official-looking phone numbers, logos or even the names of genuine employees. They will usually claim there is a problem with your account, suspicious activity, or an urgent security issue that needs immediate action.
	Their aim is to create a sense of panic so that you act quickly without stopping to think. Victims may be persuaded to transfer money to a so-called "safe account", withdraw cash, or share personal and banking information. In reality, the money or information is being handed directly to criminals.
	If anyone contacts you unexpectedly and asks you to send them money, don’t do it. Instead, call them on a number you know is genuine to check the request is real. If it’s a company, get their number from their official website.
	If something doesn't feel right, hang up, wait a few minutes, and contact the organisation directly. Trust your instincts and don't let anyone pressure you into making rushed decisions.



