
Keep Your 
Money Safe

E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r  

Sur rey  P o l i c e  &  

Sussex  P o l i c e  

E c o n o m i c  C r i m e  U n i t

ROMANCE FRAUD: THE RISING
CELEBRITY IMPERSONATION
THREAT
R o m a n c e  f raud  c o n t i nues  to  b e  o n e  o f  th e  f as tes t ‑g row i n g

a n d  m os t  e m o t i o n a l ly  d a m a g i n g  f o rms  o f  cyb e r ‑e n a b l e d

c r i m e  f a c i n g  c o m mun i t i es  a c ross  th e  U K .  B o th  n a t i o n a l ly

a n d  h e re  i n  Sur rey  a n d  Sussex ,  po l i c e  a re  se e i n g  a  sh a rp

r ise  i n  c ases  wh e re  v i c t i ms  a re  m a n ipu l a te d  i n to  b e l i ev i n g

th ey  a re  i n  a  g e nu i n e  re l a t i o nsh ip  w i th  a n  i n te rn a t i o n a l ly

re c o g n ise d  c e l e b r i t y  -  a  t re n d  th a t  h as  esc a l a te d

s i g n i f i c a n t ly  ove r  th e  pas t  ye a r .

W h i l e  t ra d i t i o n a l  ro m a n c e  f raud  h as  l o n g  b e e n  a  c o n c e rn ,

th is  wo r r y i n g  n ew  m o dus  ope ra n d i  (M O )  i nvo lves  c r i m i n a ls

i mpe r so n a t i n g  h i g h ‑pro f i l e  pub l i c  f i gures .  L o c a l ly ,  i n

Sussex  a n d  Sur rey ,  we  h ave  se e n  a  m a rk e d  i n c re ase  i n

c ases  wh e re  v i c t i ms  b e l i eve  th ey  a re  c o m mun i c a t i n g  w i th ,

o r  eve n  e n g a g e d  to ,  a  f a m ous  pe r so n a l i t y .  S o m e  o f  th e

m os t  c o m m o n ly  i mpe r so n a te d  n a m es  i n c lud e  E l o n  Musk ,

E m m a  W a t so n ,  A n d re i  R i eu ,  K e a nu  R e eves ,  T o m  J o n es ,

a n d  K ev i n  C os tn e r .

C r i m i n a ls  s te a l  pub l i c ly  ava i l a b l e  i m a g es  a n d  v i d e os  o f

c e l e b r i t i es ,  th e n  c re a te  c o nv i n c i n g  pro f i l es  a c ross  so c i a l

m e d i a  a n d  d a t i n g  p l a t f o rms  to  c o n ta c t  v i c t i ms .  T h ey

f reque n t ly  use  excuses  to  jus t i fy  why  th ey  c a n ’ t  m e e t  i n

pe r so n  o r  h o l d  a  prope r  v i d e o  c a l l  -  ta c t i cs  a l i g n e d  w i th

t yp i c a l  ro m a n c e  f raud  g ro o m i n g  b e h av i ours ,  wh e re

o f f e n d e r s  i nves t  we e ks  o r  m o n ths  cu l t iva t i n g  t rus t  b e f o re

reques t i n g  m o n ey .  
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L o c a l  d a ta  sh ows  th a t  80%  o f  v i c t i ms  a re

wo m e n  i n  c ases  i nvo lv i n g  spe c i f i c  c e l e b r i t y -

i mpe r so n a t i o n  f raud ;  s i g n i f i c a n t ly  h i g h e r  th a n

th e  50/50  sp l i t  b e twe e n  m e n  a n d  wo m e n

wh e n  i t  c o m es  to  m o re  t yp i c a l  ro m a n c e  f raud

c ases  a c ross  Sur rey  a n d  Sussex .  



I  h a d  to  buy  h i m  g i f t  c a rds .  I t  s ta r te d  a t  £20  th e n  we n t  up  to  a l l  my  b e n e f i t s

m o n ey .  I  c ou l d n ’ t  eve n  g e t  my  g ra n d k i ds  C h r is tm as  prese n t s  o r  pay  my  b i l ls  …  h e

to l d  m e  n o t  to  wo r r y  b e c ause  o n c e  we  we re  to g e th e r ,  h e  wou l d  pay  eve r y th i n g

o f f .

H e  to l d  m e  th e  k i ds  wou l d  b e  h appy  w i th  a l l  th e  prese n t s  h e  h a d  a l re a dy  g o t  f o r

th e m .  H is  b a n k  a c c oun t  h a d  b e e n  h av i n g  pro b l e ms… i f  I  t ru ly  l ove d  h i m ,  I  wou l d

h e lp  h i m .  S o ,  I  d i d  th is  a n d  i t  we n t  o n  f o r  th re e  ye a r s  a n d  seve n  m o n ths .

I t  is  n o t  o n ly  th e  f i n a n c i a l  l oss ,  bu t  a lso  th e  d evas ta t i n g  e m o t i o n a l  i mpa c t

o f  l os i n g  wh a t  v i c t i ms  b e l i eve d  to  b e  a  g e nu i n e  ro m a n t i c  pa r tn e r .  
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Signs of romance fraud

T h e  g ro o m i n g  pe r i o d  i nvo lves  soph is t i c a te d  e m o t i o n a l  m a n ipu l a t i o n ,  i n c lud i n g  rap i d

d e c l a ra t i o ns  o f  l ove  (k n own  as  l ove -b o m b i n g ) ,  pro m ises  o f  exc lus ive  re l a t i o nsh ips ,

a n d  c l a i ms  o f  pe r so n a l  vu l n e ra b i l i t y  d es i g n e d  to  evo k e  sympa thy .  

R o m a n c e  f rauds te r s  m os t  c o m m o n ly  i n i t i a te  c o n ta c t  th roug h  F a c e b o o k ,  I ns ta g ra m ,

d a t i n g  s i tes  a n d  o th e r  m a i ns t re a m  so c i a l  m e d i a  a n d  m essa g i n g  p l a t f o rms ,  a n d  th e n

m ove  c o nve r sa t i o ns  o f f  m o n i to re d  p l a t f o rms  a n d  o n to  pr iva te  m essa g i n g  se r v i c es

suc h  as  W h a t sApp  o r  T e l e g ra m .

T h e  f i n a n c i a l  l osses  i nvo lve d  i n  th ese  c ases  a re  o f te n  ex t re m e ly  h i g h ,  w i th  o n e

Sussex  v i c t i m  l os i n g  £275 ,000 .  A n o th e r  v i c t i m  f ro m  Sur rey  to l d  po l i c e :

Using reverse image searching:

a simple but powerful tool
O n e  o f  th e  m os t  e f f e c t ive  e a r ly  c h e c ks  you  c a n  pe r f o rm  is  a  reve r se  i m a g e  se a rc h .  

T h ese  to o ls  a l l ow  you  to  up l o a d  o r  pas te  a n  i m a g e  a n d  se e  wh e re  e lse  i t  appe a r s

o n l i n e .  I f  a  suppose d  c e l e b r i t y  o r  o n l i n e  pa r tn e r ’s  ph o tos  appe a r  o n  m o d e l l i n g  s i tes ,

press  i n te r v i ews ,  f a n  pa g es ,  o r  un d e r  d i f f e re n t  n a m es ,  i t  is  a  s t ro n g  i n d i c a t i o n  o f  a

f raudu l e n t  pro f i l e .  S e e  b e l ow  o n  h ow  to  use  th e m .

S ave  th e  i m a g es  th a t  th e  pe r so n  h as  se n t .

C h o ose  reve r se  i m a g i n g  se a rc h  e n g i n e  suc h  as :

       G o o g l e  reve r se  i m a g e  se a rc h  -  h t tps : / / l e ns .g o o g l e  

       F a c e c h e c k . i d  -  h t tps : / / f a c e c h e c k . i d   

       T i n Eye  -  h t tps : / / t i n eye .c o m

Up l o a d  th e  i m a g e  a n d  rev i ew  th e  resu l t s

V e r i fy  –  c ross  re f e re n c e  th is  a n d  a d d i t i o n a l  i n f o rm a t i o n  th a t  th e  pe r so n  h as  g ive n

you .

T a k e  a  m o m e n t  to  pause  b e f o re  se n d i n g  m o n ey  o r  pe r so n a l  i n f o rm a t i o n .  F rauds te r s

re ly  o n  urg e n cy  a n d  e m o t i o n a l  pressu re .  Ask  yourse l f :  Is  th is  pe r so n  re a l ly  wh o  th ey

c l a i m  to  b e?  W ou l d  a  t rue  c e l e b r i t y  b e  m essa g i n g  m e  pr iva te ly?

I f  you  suspe c t  you  o r  so m e o n e  you  k n ow  h as  b e e n  a  v i c t i m  o f  ro m a n c e  f raud ,  p l e ase

repo r t  i t  Sur rey  P o l i c e  o r  Sussex  P o l i c e  o n  101 .

https://lens.google/
https://facecheck.id/
https://tineye.com/


SEXTORTION
S ex to r t i o n ,  a lso  k n own  as  f i n a n c i a l ly -m o t iva te d  sexua l  exp l o i ta t i o n ,  is  wh e n

c r i m i n a ls  th re a te n  to  sh a re  sexua l  p i c tu res ,  v i d e os ,  o r  i n f o rm a t i o n  a b out  you  un l ess

you  pay  th e m .   

T h is  t ype  o f  c r i m e  d isp ropo r t i o n a te ly  ta rg e t s  youn g  m e n  i n  Sur rey  a n d  Sussex  as

o rg a n ise d  c r i m i n a ls  b ase d  ove r se as  c o n ta c t  v i c t i ms  o n  d a t i n g  apps  a n d  so c i a l

m e d i a .  I n  th e  l as t  ye a r  a c ross  Sussex  a n d  Sur rey ,  we  h ave  se e n  s i g n i f i c a n t  i n c re ase

i n  repo r t s  o f  sex to r t i o n  o r i g i n a t i n g  f ro m  th e  d a t i n g  app ,  G r i n d r .

R e c e n t ly ,  a  m a n  f ro m  Sussex  i n  h is  m i d -30s  was  us i n g  G r i n d r  a n d  was  m essa g i n g

a n o th e r  m a n  h e  h a d  m a d e  a  c o n n e c t i o n  w i th .  Qu i c k ly  th e  c o nve r sa t i o n  m ove d  to  th e

m essa g i n g  app ,  T e l e g ra m .  T h e  suspe c t  se n t  ove r  so m e  exp l i c i t  p i c tu res  a n d  th e n

reques te d  ph o tos  i n  re tu rn ,  wh i c h  we re  du ly  se n t .  I m m e d i a te ly  th e  to n e  o f  th e

c o nve r sa t i o n  c h a n g e d  w i th  th e  suspe c t  th re a te n i n g  to  sh a re  th e  i m a g es  w i th  th e

v i c t i m ’s  f r i e n ds  a n d  f a m i ly  v i a  I ns ta g ra m .  T o  preve n t  th is  f ro m  h appe n i n g ,  a  d e m a n d

f o r  £3 ,000  was  m a d e .

F e a r i n g  th e  i m a g es  wou l d  b e  sh a re d ,  h e  se n t  th e  m o n ey  us i n g  a n  o n l i n e  m o n ey

t ra ns f e r  se r v i c e  but  d esp i te  th is ,  th e  d e m a n ds  c o n t i nue d .  

A  Sur rey  m a n  i n  h is  20s  respo n d e d  to  a  m essa g e  h e  re c e ive d  f ro m  a n  un k n own

pe r so n  o n  G r i n d r .  A g a i n ,  th e  c o nve r sa t i o n  qu i c k ly  m ove d  ove r  to  T e l e g ra m .  

O n c e  o n  T e l e g ra m ,  th ey  swappe d  i n t i m a te  ph o tos  a n d  th e  v i c t i m  th e n  i m m e d i a te ly

re c e ive d  a  c a l l ,  th re a te n i n g  to  sh a re  th e  i m a g es  w i th  h is  f r i e n ds  a n d  f a m i ly  un l ess

h e  pa i d  £ 1 ,000 .T h a n k fu l ly  o n  th is  o c c as i o n  n o  m o n ey  was  se n t .  T h e  v i c t i m  hun g  up ,

b l o c k e d  th e  pro f i l e  a n d  d e l e te d  h is  so c i a l  m e d i a  a c c oun t s  b e f o re  repo r t i n g  to

Sur rey  P o l i c e .  

W i th  th e  f o l l ow i n g  a dv i c e ,  you  c a n  b e t te r  pro te c t  yourse l f  a g a i ns t  th is  c r i m e  t ype :

S tay  o n  th e  sa f e  d a t i n g  p l a t f o rm  -  i f  so m e o n e  reques ts  th a t  c o nve r sa t i o n  is

m ove d  ove r  to  a n  e n c r yp te d  m essa g i n g  app  suc h  as  W h a t sApp ,  T e l e g ra m ,  Z a n g i

o r  S i g n a l  p l e ase  b e  wa r y .

D o  n o t  se n d  i n t i m a te  i m a g es  to  a nyo n e  o n l i n e ,  o n c e  th a t  ph o to  h as  b e e n  se n t ,

you  c a n n o t  g e t  i t  b a c k .

I f  so m e o n e  th re a te ns  to  sh a re  i n t i m a te  i m a g es ,  d o  n o t  g ive  i n  to  th e i r  d e m a n ds

by  se n d i n g  m o n ey  o r  g i f t  c a rds .

I m m e d i a te ly  b l o c k  th e  i n d iv i dua l  a n d  c e ase  a l l  c o n ta c t .

I f  you  h ave  b e e n  a  v i c t i m  o f  sex to r t i o n  repo r t  th is  to  th e  po l i c e  by  c a l l i n g  101 .
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SCAMALYTICS 
S c a m a ly t i cs  prov i d e  a  m e c h a n ism  f o r  d a t i n g  se r v i c es  to  c h e c k  th e i r  use r s  a g a i ns t

ro m a n c e  sc a m m e r s  i d e n t i f i e d  by  th e  po l i c e .  

I f  you  h ave  b e e n  a  v i c t i m  o f  ro m a n c e  f raud  o r  sex to r t i o n ,  you  c a n  h e lp  f i g h t

sc a m m e r s  by  repo r t i n g  f raudu l e n t  pro f i l es  to  S c a m a ly t i cs  a n d  a d d i n g  to  th e i r  g l o b a l

b l a c k l is t  o f  sc a m m e r s .

h t tps : / /sc a m a ly t i cs .c o m/ repo r t -sc a m m e r s/

https://scamalytics.com/report-scammers/

