
Keep Your 
Money Safe

E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r  

Sur rey  P o l i c e  &  

Sussex  P o l i c e  

E c o n o m i c  C r i m e  U n i t

As  we  h e a d  i n to  th e  f es t ive  se aso n ,  m a ny  o f  us  w i l l

unwrap  n ew  ph o n es ,  ta b l e t s ,  l aptops  o r  sm a r t  h o m e

d ev i c es .  W h i l e  th ese  g i f t s  b r i n g  exc i te m e n t  a n d

c o nve n i e n c e ,  th ey  c a n  a lso  a t t ra c t  th e  a t te n t i o n  o f

c r i m i n a ls  wh o  use  so f twa re  se r v i c e  f raud  to  exp l o i t

unsuspe c t i n g  use r s .  I n c lud i n g  f a k e  se cur i t y  a l e r t s  a n d

te c h n i c a l  suppo r t  c a l ls ,  th ese  sc a ms  c o n t i nue  to  r ise

m e a n i n g  th a t  th e  pe r i o d  a f te r  C h r is tm as ,  wh e n  n ew

d ev i c es  a re  b e i n g  se t  up ,  is  a  pr i m e  t i m e  f o r  o f f e n d e r s

to  s t r i k e .

S o f twa re  se r v i c e  f raud  t yp i c a l ly  i nvo lves  so m e o n e

pre te n d i n g  to  b e  f ro m  a  l e g i t i m a te  o rg a n isa t i o n ,  suc h

as  a  we l l -k n own  te c h n o l o gy  c o mpa ny ,  i n te rn e t

p rov i d e r  o r  se cur i t y  se r v i c e .  T h ey  m ay  c o n ta c t  you  by

ph o n e ,  e m a i l  o r  pop -up  m essa g e  c l a i m i n g  your  d ev i c e

h as  a  v i rus  o r  te c h n i c a l  pro b l e m .  T h e i r  g o a l  is  s i mp l e :

to  g a i n  a c c ess  to  your  d ev i c e ,  s te a l  pe r so n a l

i n f o rm a t i o n  o r  c o nv i n c e  you  to  pay  f o r  un n e c essa r y  o r

n o n -ex is te n t  se r v i c es .
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U n expe c te d  c o n ta c t :  G e nu i n e  c o mpa n i es  d o  n o t  c o l d -

c a l l  cus to m e r s  to  repo r t  te c h n i c a l  issues .  T re a t

unso l i c i te d  c o n ta c t  w i th  c aut i o n ,  espe c i a l ly  i f  th ey

pressu re  you  to  a c t  qu i c k ly .

R eques ts  to  i ns ta l l  so f twa re :  F rauds te r s  o f te n  ask

v i c t i ms  to  d own l o a d  re m o te -a c c ess  pro g ra ms .  N eve r

i ns ta l l  so f twa re  o r  g ra n t  a c c ess  un l ess  you  a re  c e r ta i n

th e  reques t  is  l e g i t i m a te .

This type of fraud can happen to anyone and

here are some top tips to look out for:
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More examples of service scams...
D e m a n ds  f o r  paym e n t :  B e  wa r y  o f  a nyo n e  ask i n g  f o r  paym e n t  to  f ix  a  pro b l e m  you

d i d n ’ t  k n ow  you  h a d .  R eputa b l e  o rg a n isa t i o ns  w i l l  n o t  d e m a n d  up f ro n t  f e es  f o r

unso l i c i te d  se r v i c es .

Susp i c i ous  pop -ups :  F a k e  wa rn i n g  m essa g es  c a n  appe a r  wh i l e  b rows i n g .  D o  n o t

c l i c k  o n  l i n ks  o r  c a l l  ph o n e  num b e r s  d isp l aye d  i n  pop -ups  c l a i m i n g  to  d e te c t

v i ruses .

C h e c k  i n d epe n d e n t ly :  I f  i n  d oub t ,  c o n ta c t  th e  c o mpa ny  us i n g  a n  o f f i c i a l  ph o n e

num b e r  o r  e m a i l  a d d ress ,  sourc e d  i n d epe n d e n t ly  ra th e r  th a n  f ro m  th e  m essa g e

you  re c e ive d .

A n  e l d e r ly  l a dy  f ro m  Sussex  wh o  re c e n t ly  purc h ase d  a  pr i n te r  was  subseque n t ly

d e f raud e d  out  o f  £3 ,000  wh e n  f rauds te r s  te l eph o n e d  h e r  o f f e r i n g  suppo r t  i n

se t t i n g  up  th e  pr i n te r  a n d  th e n  g a i n e d  a c c ess  to  h e r  c o mpute r  re m o te ly .  T h ey  se t

up  paym e n t s  f ro m  h e r  a c c oun t s  a n d  i ns ta l l e d  m a lwa re  o n to  h e r  c o mpute r .  

As  you  e n j oy  your  n ew  g a d g e t s ,  ta k e  t i m e  to  se t  th e m  up  sa f e ly .  Upd a te  th e

ope ra t i n g  sys te m ,  use  s t ro n g  a n d  un ique  passwo rds ,  e n a b l e  mu l t i - f a c to r

auth e n t i c a t i o n  wh e re  poss i b l e  a n d  spe a k  w i th  f a m i ly  m e m b e r s  (pa r t i cu l a r ly  th ose

wh o  m ay  b e  m o re  vu l n e ra b l e )  a b out  th e  r isks .

I f  you  d o  e n c oun te r  susp i c i ous  a c t iv i t y ,  repo r t  i t .  I f  you  a re  e l d e r ly  o r  vu l n e ra b l e ,

p l e ase  c o n ta c t  th e  po l i c e  o n  101 .

S tay  i n f o rm e d ,  s tay  se cure ,  a n d  e n j oy  a  sa f e  a n d  f raud - f re e  C h r is tm as .

How to set up your device securely

Courier fraudsters requesting gold
Sur rey  P o l i c e  a n d  Sussex  P o l i c e  a re  cur re n t ly  se e i n g  a n  i n c re ase  i n  f rauds te r s  wh o

a re  c a l l i n g  v i c t i ms  purpo r t i n g  to  b e  po l i c e  o f f i c e r s ,  i nves t i g a to r s  o r  b a n k  o f f i c i a ls

a n d  reques t i n g  th a t  v i c t i ms  purc h ase  g o l d  to  ass is t  w i th  a n  “ i nves t i g a t i o n ” .  T h is  g o l d

is  th e n  h a n d e d  ove r  to  a  suspe c t  pos i n g  as  a  “c our i e r ”  wh o  is  wo rk i n g  w i th  th e  c r i m e

g roup .  F rauds te r s  a re  prov i d i n g  v i c t i ms  w i th  a  f i c t i t i ous  s to r y  to  te l l  th e  b a n ks  a b out

why  suc h  purc h ases  o r  w i th d rawa ls  a re  b e i n g  m a d e ,  sh ou l d  th ey  b e  ask e d .  

R es i d e n t s  a re  b e i n g  c a l l e d  a n d  to l d :  

T h ey  mus t  buy  g o l d

A  c our i e r  w i l l  c o l l e c t  th e i r  c a rd ,  c ash ,  o r  g o l d  

T h e i r  b a n k  a c c oun t  h as  b e e n  c o mpro m ise d

T h e i r  c a rd  n e e ds  rep l a c i n g  

A  f a m i ly  m e m b e r  h as  b e e n  a r res te d

T h ese  a re  sc a ms .  T h e  po l i c e  w i l l  n eve r  ask  f o r  your  f i n a n c i a l  d e ta i ls  ove r  th e  ph o n e

o r  se n d  so m e o n e  to  c o l l e c t  your  c a rd ,  c ash ,  o r  va lua b l es .  

W a tc h  h ow  th is  sc a m  wo rks :  h t tps : / /www.youtub e .c o m/wa tc h?v=m W C Dp IvQuW g  

https://www.youtube.com/watch?v=mWCDpIvQuWg


R e c e n t ly  a  f e m a l e  s tud e n t  f ro m  Sur rey ,  i n  h e r  20s  re c e ive d  a n  auto m a te d

ph o n e  c a l l  purpo r t i n g  to  b e  f ro m  H M R C  re g a rd i n g  outs ta n d i n g  tax  owe d ,  a n d  to

press  o n e  to  spe a k  to  a n  a g e n t .  

S h e  was  t ra ns f e r re d  to  a  f e m a l e  wh o  s ta te d  th a t  sh e  owe d  m o n ey  i n  tax .  T h e

f e m a l e  s tud e n t  exp l a i n e d  th a t  sh e  d i d  n o t  b e l i eve  sh e  n e e d e d  to  pay  a ny th i n g ,

h oweve r  th e  c a l l e r  d isa g re e d  a n d  s ta te d  a  tax  expe r t  w i l l  c a l l  b a c k  a n d  exp l a i n

wh a t  was  owe d .

A  c a l l  was  re c e ive d  w i th i n  m i nutes  f ro m  a  m a l e  c l a i m i n g  to  b e  f ro m  H M R C

appe a ls  d iv is i o n  a n d  th a t  f a i lure  to  pay  tax  w i l l  resu l t  i n  a r res t  a n d  c our t

a c t i o n .  H e  c l a i m e d  sh e  owe d  £3 ,000 ,  but  a  paym e n t  o f  £2 ,200  wou l d  se t t l e  th e

m a t te r .  T h e  m a l e  ask e d  f o r  paym e n t  v i a  a  m o n ey  t ra ns f e r  se r v i c e .  A f te r

paym e n t  was  m a d e ,  a n  H M R C  l e t te r  was  se n t  v i a  W h a t sApp  to  th e  v i c t i m

c o n f i rm i n g  th a t  sh e  owe d  th e  a m oun t  jus t  pa i d .

A  youn g  f e m a l e  f ro m  Sussex  i n  h e r  20s  re c e ive d  a  c a l l  o n  h e r  m o b i l e  f ro m

so m e o n e  c l a i m i n g  to  b e  f ro m  H M R C  a n d  s ta te d  th a t  sh e  owe d  tax .  T h e  c a l l e r s

s ta te d  f a i lure  to  pay  wou l d  l e a d  to  h e r  b e i n g  a r res te d .  

Out  o f  f e a r  o f  a r res t ,  sh e  pa i d  £300  v i a  a  m o n ey  t ra ns f e r  app  as  d i re c te d  by

th e  c a l l e r ,  but  th ey  th e n  d e m a n d e d  m o re  m o n ey  a n d  b e c a m e  m o re  th re a te n i n g .

S h e  b e g a n  to  suspe c t  th is  was  a  sc a m  a n d  e n d e d  th e  c a l l  a n d  spo k e  to  h e r

m o th e r  wh o  a dv ise d  to  repo r t  th e  m a t te r  to  th e  po l i c e .

I f  you  suspe c t  th a t  you  h ave  b e e n  a  v i c t i m  to  a n  H M R C  sc a m ,  we  a dv ise  you  to

repo r t  to  th is  to  R epo r t  F raud  v i a  h t tps : / /www. repo r t f raud . po l i c e . uk/  a n d  your

b a n k  wh o  m ay  b e  a b l e  to  re c ove r  th e  m o n ey  you  h ave  se n t .

As  we  appro a c h  th e  d e a d l i n e  to  sub m i t  se l f -assessm e n t

tax  re tu rns  to  H is  M a j es ty ’s  R eve nue  a n d  Cus to ms

(H M R C )  o n  31J a nua r y  we  a n t i c ipa te  th e re  m ay  b e  a n

i n c re ase  i n  f raud  repo r t s  i nvo lv i n g  pe op l e  i mpe r so n a t i n g

H M R C  v i a  c a l ls  a n d  ph ish i n g  tex t  a n d  W h a t sApp

m essa g es .  W e  a dv ise  n o t  to  e n g a g e  w i th  th ese  c o n ta c t

a t te mpts  a n d  i f  i n  d oub t  to  c o n ta c t  H M R C  d i re c t ly .  T h is

c a n  b e  d o n e  o n l i n e  h e re :  h t tps : / /www.g ov .uk/ l o g - i n -

re g is te r -h m rc -o n l i n e -se r v i c es .  A l te rn a t ive ly ,  you  c a n

c o n ta c t  th e m  o n  0300  200  3311 .  
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HIS MAJESTY’S REVENUE AND CUSTOMS (HMRC)
PHISHING SCAMS

https://www.reportfraud.police.uk/
https://www.gov.uk/log-in-register-hmrc-online-services
https://www.gov.uk/log-in-register-hmrc-online-services

