
Keep Your 
Money Safe

Sussex  a n d  Sur rey  P o l i c e  a re  w i tn ess i n g  a n  i n c re ase

i n  c ases  wh e re  f rauds te r s  a re  pos i n g  as  wo rk i n g  f o r

A m azo n ,  i n  o rd e r  to  a c c ess  th e  v i c t i m ’s  a c c oun t  o r

pe r so n a l  b a n k  d e ta i ls .  

 

O n e  repo r t  s ta te d  th a t  th e  v i c t i m  h a d  re c e ive d  a

te l eph o n e  c a l l  f ro m  so m e o n e  c l a i m i n g  to  b e  f ro m

A m azo n ,  i n f o rm i n g  h e r  o f  susp i c i ous  a c t iv i t y  o n  h e r

a m azo n  a c c oun t  a n d  th e re  was  a n  i P h o n e  a d d e d  to

th e  b ask e t .  S h e  th e n  c h e c k e d  h e r  a c c oun t  a n d  c ou l d

se e  th e  ph o n es  i n  th e  b ask e t .  T h ey  to l d  h e r  sh e  h a d

b e e n  h a c k e d  a n d  ask e d  h e r  to  sh a re  h e r  sc re e n  a n d

sh a re  h e r  b a n k  d e ta i ls .  T h e  f rauds te r  to o k  £900  f ro m

h e r  a c c oun t s .  

T h ese  i n d iv i dua ls  a re  c a l l i n g  v i c t i ms ,  c l a i m i n g  th a t

so m e o n e  is  purc h as i n g  expe ns ive  i te ms  o n  th e i r

A m azo n  a c c oun t ,  a n d  th a t  th ey  wa n te d  to  c o n f i rm  i t

was  th e m .  W h e n  th e  v i c t i m  s ta tes  th a t  i t  is  n o t  th e m

m a k i n g  th e  purc h ase ,  th e  f rauds te r  te l ls  th e m  th is

m e a ns  th a t  th e i r  a c c oun t  h as  b e e n  h a c k e d  a n d  ta k es

th e  v i c t i m  th roug h  s teps  to  “ re c t i fy ”  th is ,  wh i c h

usua l ly  i nvo lves  th e m  g a i n i n g  re m o te  a c c ess  to  th e i r

d ev i c e .  

O n c e  th ey  h ave  re m o te  a c c ess ,  th ey  c a n  a c c ess  th e

v i c t i m ’s  o n l i n e  b a n k i n g  a n d  m a k e  t ra ns f e r s ,  o f te n

c l a i m i n g  th a t  a re  m ov i n g  th e i r  m o n ey  to  a  “sa f e

a c c oun t ”  wh i c h  is  a c tua l ly  jus t  a n  a c c oun t  b e l o n g i n g

to  th e  f rauds te r .  T h ey  m ay  a lso  a c c ess  th e  v i c t i m ’s

A m azo n  a c c oun t  a n d  p l a c e  o rd e r s  to  th e mse lves .  T h is

w i l l  o f te n  i n c lud e  th e  v i c t i m  re c e iv i n g  a  o n e - t i m e

passc o d e  (O T P )  to  th e i r  ph o n e  a n d  b e i n g  reques te d  to

re a d  th is  out  to  th e  f rauds te r  so  th a t  th ey  c a n  g a i n

a c c ess  to  th e i r  A m azo n  a c c oun t .
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A dv i c e :   

I f  you  re c e ive  a n  un expe c te d  ph o n e  c a l l  a n d  th ey  ask  you  to  d own l o a d

a  re m o te  a c c ess  app ,  i t  w i l l  b e  a  sc a m .   

H a n g  up  a n d  c h e c k  your  purc h ase  h is to r y  o n  your  A m azo n  a c c oun t  f o r

re assu ra n c e .   

I f  you  a re  s t i l l  unsu re ,  c o n ta c t  A m azo n  th roug h  th e  g e nu i n e  we bs i te  o r

app .   

N eve r  prov i d e  a nyo n e  w i th  your  o n e - t i m e  passc o d e  (O T P )   

D o  n o t  b e  pressu re d  –  f rauds te r s  w i l l  c re a te  a  se nse  o f  urg e n cy  to

c o nv i n c e  v i c t i ms  to  d o  wh a t  th ey  a re  ask i n g .   

H a n g  up  th e  ph o n e ,  g ive  yourse l f  t i m e  to  th i n k ,  a n d  spe a k  to  a  f r i e n d  o r

f a m i ly  m e m b e r  a b out  i t .

H ow  to  spo t  A I  c o n te n t  o n l i n e  

Y ou ’ve  pro b a b ly  se e n  A I -g e n e ra te d  c l ips  o n  so c i a l  m e d i a  -  o r  eve n

c o nv i n c i n g  i mpe r so n a t i o ns  o f  c e l e b r i t i es ,  suc h  as  M a r t i n  L ew is .  T h ey

m i g h t  l o o k  pro f ess i o n a l  a t  f i r s t  g l a n c e ,  but  you  d o n ’ t  n e e d  to  b e  a  te c h

expe r t  to  pro te c t  yourse l f .  I ns te a d  o f  hun t i n g  f o r  o n e  b i g  m is ta k e ,  g e t  i n to

th e  h a b i t  o f  s l ow i n g  d own  a n d  l o o k i n g  f o r  seve ra l  c lues .  

Jus t  as  you  wou l d n ’ t  buy  a  “d es i g n e r ”  wa tc h  f o r  £20  f ro m  so m e o n e  i n  a

c a r  pa rk ,  d o n ’ t  t rus t  a n  i m a g e  o r  v i d e o  s i mp ly  b e c ause  i t  l o o ks  po l ish e d .  
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V isua l  c lues  th a t  so m e th i n g  m ay  b e  A I -g e n e ra te d  

A I -g e n e ra te d  f a c es  o f te n  c o n ta i n  t i ny  i mpe r f e c t i o ns  th a t  our  b ra i ns  g l oss

ove r :  

Eyes  a n d  sh a d ows  m ay  l o o k  b l o c ky ,  b lur re d ,  o r  un n a tu ra l ly  sh a rp .  

H a i r  c a n  appe a r  so f t ,  smud g e d ,  o r  m e l te d  i n to  th e  b a c k g roun d  —  A I

s t rug g l es  to  re n d e r  th ousa n ds  o f  i n d iv i dua l  s t ra n ds .  

S k i n  m ay  l o o k  ove r ly  sm o o th ,  p l as t i c ,  o r  a i rb rush e d .  R e a l  sk i n  h as

tex tu re ,  po res ,  a n d  sub t l e  i mpe r f e c t i o ns .  

L ip -syn c  issues  a re  c o m m o n  i n  c e l e b r i t y  i mpe r so n a t i o ns  —  th e  vo i c e

m ay  soun d  f l a t  o r  m o n o to n e ,  a n d  th e  l ips  d o n ’ t  qu i te  m a tc h  th e

spe e c h .  

A g e  i n c o ns is te n c i es  suc h  as  youth fu l  sk i n  pa i re d  w i th  o l d e r - l o o k i n g

eyes .  

P ro te c t i n g  yourse l f  f ro m  i mpe r so n a t i o n  

C o ns i d e r  a g re e i n g  a  s i mp l e  A I  sa f e t y  wo rd  w i th  c l ose  f a m i ly  o r

asso c i a tes .  I f  c r i m i n a ls  i mpe r so n a te  so m e o n e  you  k n ow ,  th ey  wo n ’ t  k n ow

th e  wo rd .  

W h i ls t  i t ’s  te mpt i n g  to  was te  a  sc a m m e r ’s  t i m e  o n  th e  ph o n e ,  i t ’s  sa f e r  to

h a n g  up  i m m e d i a te ly .  C r i m i n a ls  c a n  n ow  re c o rd  your  vo i c e  a n d  a t te mpt  to

c l o n e  i t  —  so  th e  l ess  aud i o  you  g ive  th e m ,  th e  b e t te r .  

W i l l  A I  b e c o m e  i n d is t i n gu ish a b l e  f ro m  re a l i t y?  

P e op l e  o f te n  ask  wh e th e r  A I  w i l l  “ ta k e  ove r ”  o r  b e c o m e  i mposs i b l e  to

d e te c t .  Our  a nswe r  is  s i mp l e :  l o o k  a t  th e  v i d e o  g a m e  i n dus t ry .  

Eve n  w i th  m i l l i o ns  o f  poun ds  i n  i nves tm e n t ,  hug e  d eve l opm e n t  te a ms ,  

a n d  ye a r s  o f  wo rk ,  we  s t i l l  a re n ’ t  a t  a  po i n t  wh e re  v i d e o  g a m es  l o o k  t ru ly

i n d is t i n gu ish a b l e  f ro m  re a l  l i f e .  

A I  to o ls  h ave  o n ly  m i l l ise c o n ds  to  g e n e ra te  i m a g es  a n d  v i d e o  —  so  we ’ re

n o t  c l ose  to  pe r f e c t  re a l ism  ye t .  

T h e  c o re  m essa g e :  N E V E R  A S S U M E .  A L W A Y S  V E R I F Y .
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	AMAZON SCAM WARNING
	Amazon scam warning

	Advice:
	If you receive an unexpected phone call and they ask you to download a remote access app, it will be a scam.
	Hang up and check your purchase history on your Amazon account for reassurance.
	If you are still unsure, contact Amazon through the genuine website or app.
	Never provide anyone with your one-time passcode (OTP)
	Do not be pressured – fraudsters will create a sense of urgency to convince victims to do what they are asking.
	Hang up the phone, give yourself time to think, and speak to a friend or family member about it.


	How to spot AI content online
	You’ve probably seen AI-generated clips on social media - or even convincing impersonations of celebrities, such as Martin Lewis. They might look professional at first glance, but you don’t need to be a tech expert to protect yourself. Instead of hunting for one big mistake, get into the habit of slowing down and looking for several clues.
	Just as you wouldn’t buy a “designer” watch for £20 from someone in a car park, don’t trust an image or video simply because it looks polished.

	Visual clues that something may be AI-generated
	AI-generated faces often contain tiny imperfections that our brains gloss over:
	Eyes and shadows may look blocky, blurred, or unnaturally sharp.
	Hair can appear soft, smudged, or melted into the background — AI struggles to render thousands of individual strands.
	Skin may look overly smooth, plastic, or airbrushed. Real skin has texture, pores, and subtle imperfections.
	Lip-sync issues are common in celebrity impersonations — the voice may sound flat or monotone, and the lips don’t quite match the speech.
	Age inconsistencies such as youthful skin paired with older-looking eyes.

	Protecting yourself from impersonation
	Consider agreeing a simple AI safety word with close family or associates. If criminals impersonate someone you know, they won’t know the word.
	Whilst it’s tempting to waste a scammer’s time on the phone, it’s safer to hang up immediately. Criminals can now record your voice and attempt to clone it — so the less audio you give them, the better.

	Will AI become indistinguishable from reality?
	People often ask whether AI will “take over” or become impossible to detect. Our answer is simple: look at the video game industry.
	Even with millions of pounds in investment, huge development teams,
	and years of work, we still aren’t at a point where video games look truly indistinguishable from real life.
	AI tools have only milliseconds to generate images and video — so we’re not close to perfect realism yet.
	The core message: NEVER ASSUME. ALWAYS VERIFY.


