
Keep Your
Money Safe

E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

T/D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r ,  Sur rey

P o l i c e  &  Sussex  P o l i c e

E c o n o m i c  C r i m e  U n i t
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If you are selling a car, ensure that you set when and where

to meet, to ensure that you feel safe. 

Have someone with you that you trust, so they cannot

sabotage the car whilst one of you is distracted.  

If the sabotage does happen get a trusted motor recovery

company to look at the car, and to give further advice.

Do not sell the vehicle for a much lower price. 

T h e re  h as  b e e n  a n  i n c re ase  i n  re c e n t  repo r t s  to  Sussex

P o l i c e  a n d  Sur rey  P o l i c e  a b out  sc a ms  i nvo lv i n g  se l l i n g  h i g h

e n d  c a r s .  

C a r s  a re  a dve r t ise d  o n l i n e  v i a  s i tes  suc h  as  F a c e b o o k

M a rk e tp l a c e  o r  Auto t ra d e r .  T h e  sc a m m e r s  th e n  g e t  i n

c o n ta c t  to  v i ew  th e  c a r ,  g e n e ra l ly  s ta t i n g  th a t  th ey  w i l l  b e

m a k i n g  a  l o n g  j ourn ey  to  d o  so .  

T h e  sc a m m e r s  w i l l  usua l ly  a r r ive  i n  g roups  o f  th re e .  W h e n

th e  c a r  is  ta k e n  f o r  a  tes t  d r ive ,  th ey  c o m m e n t  th a t  th e re  is

a  fun ny  n o ise .

wh i ls t  o n e  pe r so n  d is t ra c t s  th e  own e r ,  th e  c a r  is  sa b o ta g e d

w i th  th i n gs  suc h  as  use d  o i l  i n  th e  c o o l a n t  o r  wa te r ,  c aus i n g

a  wa rn i n g  l i g h t  to  appe a r .  T h e  sc a m m e r s  a dv ise  th a t  th ey

w i l l  s t i l l  h ave  th e  c a r  but  f o r  a  muc h  l owe r  pr i c e .

I n  o n e  exa mp l e ,  a  Sur rey  v i c t i m  was  se l l i n g  th e i r  c a r ,  a

s i lve r  M e rc e d es  f o r  £3600 .  T h e  sc a m m e r s  sa b o ta g e d  th e  c a r

a n d  th e n  b oug h t  i t  as  `sc rap`  f o r  £ 1000 .  T h e  v i c t i m  o n ly

re a l ise d  wh a t  h a d  h appe n e d  a f te r  spe a k i n g  to  a  f r i e n d .
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D o n ' t  l ose  ou t  b e f o re  f ly i n g  ou t !

Sussex  P o l i c e  a n d  Sur rey  P o l i c e  a re  urg i n g  res i d e n t s  to  b e  wa r y  o f  t i c k e t i n g

a n d  h o l i d ay  f raud  as  th e  sum m e r  se aso n  appro a c h es  w i th  f rauds te r s  wa i t i n g

to  prey  o n  th ose  b o o k i n g  f l i g h t s  a n d  a c c o m m o d a t i o n .  W i th  pr i c es  r is i n g  a n d

f i n a n c es  b e i n g  t i g h te n e d  eve r yo n e  is  un d e r s ta n d a b ly  sh opp i n g  a roun d  f o r  th e

b es t  d e a ls .

I n  a  re c e n t  c ase  i n  E as t  Sussex  a n  e l d e r ly  g e n t l e m a n  was  c o n n e d  out  o f

£2500  f o r  f l i g h t s  to  C a n a d a  th a t  d i d n ’ t  ex is t .  W h i ls t  o n l i n e  se a rc h i n g  f o r

f l i g h t s  h e  was  te l eph o n e d  by  a  f rauds te r  pos i n g  as  a  t rave l  c o mpa ny  wh o

e m a i l e d  h i m  t i c k e t s  f o r  a  f l i g h t  th a t  a f te r  h av i n g  c h e c k e d  w i th  th e  a i r l i n e ,

we re  n o t  i n  f a c t  g e nu i n e .  

B e f o re  b o o k i n g :

 

D o  your  rese a rc h :  b e f o re  c o m m i t t i n g  a n d  b o o k i n g  your  h o l i d ay ,  m a k e  su re

th a t  you  d o  a  th o roug h  o n l i n e  se a rc h  to  e nsu re  th e  c o mpa ny  is  c re d i b l e .

P ay  sa f e ly :  use  a  c re d i t  c a rd  wh e n  sh opp i n g  o n l i n e ,  i f  you  h ave  o n e .  M os t

m a j o r  c re d i t  c a rd  prov i d e r s  pro te c t  o n l i n e  purc h ases .

R e m e m b e r  to  b o o k  th roug h  th e  t rus te d  re ta i l e r  a n d  d o  n o t  b e  e n c oura g e d

to  bypass  th e  we bs i te  ru l es  a n d  t ra ns f e r  m o n ey  d i re c t ly  to  th e  h os ts .

L o o k  f o r  th e  l o g o :  m a k e  su re  th ey ' re  a  l i c e nse d  c o mpa ny  a n d  c h e c k  th a t

th ey  a re  prope r ly  a c c re d i te d .  L o o k  f o r  a n  A T O L  (A i r  T rave l  O rg a n ise r 's

L i c e n c e )  o r  a  m e m b e r sh ip  o f  A B T A ,  T h e  T rave l  Asso c i a t i o n .

B ewa re  o f  susp i c i ous  m essa g es :  b e  c aut i ous  o f  un expe c te d  e m a i ls  o r

m essa g es  o f f e r i n g  un re a l is t i c  h o l i d ay  d e a ls .  I f  you  re c e ive  a  susp i c i ous

e m a i l ,  repo r t  i t  by  f o rwa rd i n g  i t  to  repo r t@ph ish i n g .g ov .uk
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PROTECT AGAINST COURIER FRAUD

Y our  b a n k  o r  th e  po l i c e  w i l l  n eve r  c a l l  you  to  ask  you  to  ve r i fy  your  pe r so n a l  d e ta i ls

o r  P I N  by  ph o n e  o r  o f f e r  to  p i c k  up  your  c a rd  by  c our i e r .  H a n g  up  i f  you  g e t  a  c a l l

l i k e  th is .

I f  you  n e e d  to  c a l l  your  b a n k  b a c k  to  c h e c k ,  wa i t  f ive  m i nutes ;  f rauds te r s  m ay  s tay

o n  th e  l i n e  a f te r  you  h a n g  up .  A l te rn a t ive ly ,  use  a  d i f f e re n t  l i n e  a l to g e th e r  to  c a l l

your  b a n k .

Y our  d e b i t  o r  c re d i t  c a rd  is  yours  –  d o n ’ t  l e t  a  s t ra n g e r  ta k e  i t  o f f  you .  Y ou  sh ou l d

o n ly  eve r  h ave  to  h a n d  i t  ove r  a t  your  b a n k .  I f  i t ’s  c a n c e l l e d ,  you  sh ou l d  d es t roy  i t

yourse l f .

T o  repo r t  i f  you ’ve  b e e n  a  v i c t i m  o f  a  sc a m ,  A c t i o n  F raud  a re  ava i l a b l e  to  h e lp  o n

0300  123  2040  -  o r  c l i c k  th e  l i n k  to  f i n d  out  m o re .

Ac ross  bo th  fo rce  a reas  we  con t i nue  to  see

the  numbe r  o f  repo r t s  o f  cour i e r  f raud

inc rease .  A  recen t  dev i a t i on  i n  MO has  seen

wou l d -be  v i c t ims  rece iv i ng  an  i n i t i a l  ca l l  f rom

a  BT  impe r sona to r  f o l l owed  a lmos t

immed ia te ly  by  the  t rad i t i ona l  po l i ce

impe r sona to r  scam as  de ta i l ed  i n  th is

examp l e :

An 82 -yea r -o ld  l ady  f rom Wes t  Sussex

rece ived  a  te lephone  ca l l  f rom a  fema le

c la im ing  to  be  f rom BT  s ta t i ng  tha t  they  w i l l

be  t u rn ing  he r  l and l i ne  o f f  w i th in  the  nex t

ha l f  hour  due  to  he r  be ing  i nvo lved  i n  a

c r im ina l  i nves t i ga t i on .  She  ca l l ed  them back

on  the  numbe r  they  gave  he r .  They  then  to ld

he r  i t  was  the  po l i ce  and  tha t  they  had  a

ma le  i n  cus tody  and  they  had  been  to ld  the

v i c t im  was  l aunde r i ng  money  and  dea l i ng

d rugs  to  the  ma le  tha t  was  i n  cus tody .   She

was  adv ised  by  the  scam ca l l e r  tha t  she

wou l d  need  to  t rave l  to  London  to  mee t  the

o f f i ce r  ou ts i de  the  MET po l i ce  s ta t i on .

Thank fu l ly  on  th is  occas i on  no  money  was

l os t  and  no  bank ing  de ta i ls  d ivu l ged  to  the

f rauds te r s .  Cons i de rab le  l osses  have  been

repo r ted  to  th is  eme rg ing  MO and  we

con t i nue  to  wo rk  c lose ly  w i th  the  banks

ac ross  Sussex  and  Sur rey  to  i den t i fy  when

one  o f  these  f rauds  is  tak ing  p l ace ,  a l e r t

Po l i ce  and  re fuse  the  t ransac t i on  unde r  the

Bank ing  P ro toco l .  
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https://www.actionfraud.police.uk/fraud-az-credit-card-fraud
https://www.actionfraud.police.uk/fraud-az-credit-card-fraud
https://www.actionfraud.police.uk/a-z-of-fraud/courier-fraud

